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UBND TINH DPONG NAI CONG HOA XA HQI CHU NGHIA VIET NAM
SOY TE Poc lap - Tw do - Hanh phic
sé: 81%h  /syT-vP Déng Nai, ngay 30 thdang 9 nam 2021

V/v 18 hdng bao méat nghiém trong
trong Camera I[P Hikvision.

Kinh giti: Giam déc, Thu trudng cac don vi truc thudc.

S& Y té Pdng Nai nhan duge Cong van sb 2808/STTTT-CNTTVT ngay
27/9/2021 ctia S& Thong tin va Truyén thong vé viéc 18 héng bao mat nghiém
trong trong Camera IP Hikvision. Gidm dbc S& Y té d& nghi Gidm dbc, Thu
trudng cac don vi truc thude chi dao céac td chtrc, cd nhan phu trach vé cdng
nghé thong tin ctia don vi thuc hién mot 36 nodi dung sau:

1. Kiém tra, ra soéat va xac dinh hé théng thong tin c6 st dung va nhitng hé
théng thong tin khéc co két ndi v&i thiét bi Camera IP Hikvision; néu st dung
can thuc hién cdp nhét firmware, tach riéng dai mang dung cho camera va han
ché truy cép dén cc dai mang khac (phu luc kém theo).

2. Ting cuodng giam sat va san sang phuong 4n xu 1y khi phat hién c6 déu
hiéu bi khai théc, tdn cong mang; ddng thot thudng xuyén theo doi kénh canh
béo ctia cac co quan chirc nang va cac t chirc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tn cong mang.

Trong qué trinh thuc hién néu cin h3 trg c6 thé lién hé dau mbi hd tro cla
Cuc An toan thong tin: Trung tAm Gidm sat an toan khong gian mang qubc gia,
dién thoai 02432091616, thu dién tur: ais@mic.gov.vn; hodc phong Cong nghé
thong tin Vién théng - S& Théng tin va Truyén thdéng, sb dién thoai:
0251.8825678.

Dé nghi Giam dbc, Thii trudng céc don vi truc thudc trién khai thuc hién
theo su chi dao./. M

Noi nhin:
- Nhu trén;
- Luu: VT,VP.

Phan Huy Anh Vi

S8 2 - Phan Dinh Phung, phuong Quang Vinh, thanh phd Bién Hoa, tinh Dong Nai
DT: (02513) 942641, Fax: (02513) 847269, Email: syt@dongnai.gov.vn, Website: syt.dongnai.gov.vn
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Phu luc

Thong tin 15 hong bao mét
(Kem theo Cong vdn so /CATTT-NCSC ngay / /2021
cua Cuc An toan thong tin)

1. Thong tin 16 hong bio mat

- M5 ta: L3 hdng anh huéng dén san phdm camera IP Hikvision, cho phép dbi
tuong tdn cong thue thi ma tir xa ma khong can xéc thue, tir d6 chiém toan quyén
kiém soat thiét bi va c6 thé truy cap va tAn cong mang ndi by ctia muc ti€u.

- Piém CVSS: 9.8 (nghiém trong)
- Anh hwéng:

Tén sin phim Phién ban dnh huwéng
DS-2CVxxx1 Versions which Build time before 210625
DS-2CVxxx5
DS-2CVxxx6

HWI-xxxx
IPCxxxx
DS-2CD1xx1
DS-2CD1x23
DS-2CD1x43(B)
DS-2CD1x43(C)
DS-2CD1x43G0OE
DS-2CD1x53(B)
DS-2CD1x53(C)
DS-2CD1xx7G0
DS-2CD2xx6G2
DS-2CD2xx7G2
DS-2CD2xx2WD
DS-2CD2x21G0
DS-2CD2xx3G2
DS-2CD3xx6G2
DS-2CD3xx7G2
DS-2CD3xx7GOE
DS-2CD3x21G0
DS-2CD3x51G0
DS-2CD3xx3G2

DS-2CD4xx0
DS-2CD4xx6
DS-2CD5xx7
DS-2CD5xx5
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XXHINXX[-JAN-TI00TIH-SA
XXQO-INXX9/L-S{
XXTY-INXX9.-SA

CA /XX-XXT8AL¢-Sd
CA / XX-XX79d1e-SA
CA / XX-XXXy(1Le-Sd
XM /XX-XXT8ALZ-SAd
XM/ XX-XX2901C-SAd
XM/ XX-XXTydLe-Sd
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XX-XXX¢dLe-Sd
XX-XXXTdL¢-Sd

XXALZ-SA
xxxg-Sa
xxxg17-Sa

XXXXSAC-SAl

XXXX8YS-SAl

XXXXBASc-sA!
XXXXLAST-SdA!

XXXX6.LdC-SA!

XXXXeddc-sd
XXXX84dc-Sd
XXXX[,4de-Sd
XD-XXXX94de-Sd
XXXX94de-Sd
XXXX64de-Sd

XOXN-dMH

XXXXN-Z1d

XXXX6Ad-Sd

XXXXHAJC-SA

XXXX/JST-SA (1)

XXXXLdZ-SA (1)

XXXXg(¢-SA (1)

am9xeg- (0) 81vea

0D9XD8ADT-SA
0D9XXLdDT-SA

(d) ATxy9aXc-SA
0DS$X990X Z-SA
(@) ATx799XT-SA
(9) am19x099Xc-Sd
(9) am19x0€dXc-sa
(@) am ALxz9axe-sd

0189dD¢-SA!
0T89INXC-Sd!




DS-HilLLookI-NVR-2xxMHxx
DS-HiWatchI-HWN-

41xxMHxx
DS-HiWatchI-HWN-
42xxMHxx
DS-71xxNI-Q1xx V4.30.300 Build210221 - V4.31.100
DS-HiLookI-NVR-I1xxMHxx | . Build210511

DS-HiLookI-NVR-1xxHxx
DS-HiWatchI-HWN-
2 1xxMHxx

DS-HiWatchl-HWN-2 1 xxHxx

2. Hwéng din khic phuc

Dé khic phuc 15 hong bao mat ndi trén, ngudi ding nén tai ban cap nhat
firmware phi hop v&i san phdm dang str dung, tach riéng dai mang ding cho
Camera IP, han ché truy cap dén cac dai mang khac.

Thong tin cac ban cdp nhat firware cd tai:
https://www.hikvision.com/en/support/download/firmware
3. Nguén tham khio

https://www.hikvision.com/en/support/cybersecurity/security-advisory/security-
notification-command-injection-vulnerability-in-some-hikvision-products
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