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SOY TE Doc lap - Tu do - Hanh phiic

Sé: 4104 sy T-vP Déng Nai, ngay 06 théng 07 nam 2022

V/v 15 hong bao mét anh hudéng
trong cac san pham Microsoft cong
b thang 6/2022.

Kinh gti: Cac don vi truc thude S& Y T8.

Céan cu Cong van sd 1488/STTTT-CNTTVT ngay 23/06/2022 cta S&
Thong tin va Truyén thong vé viéc 15 hong bao mat dnh hudng Cao va Nghiém
trong trong cac san pham Microsoft cong bd thang 6/2022.

S& Y té thong béo tinh hinh trén dén cac don vi truc thudc dé co huong XU
1y thich hop d6i véi cac san pham Microsoft hién dang st dung tai don vi.

(Dinh kém Céng vin sé 1488/STTTT-CNTTVT ngay 23/06/2022).

Do su viéc c6 anh hudng cao va nghiém trong, de nghi cdc don vi khan
truong thuc hién theo huéng dan ctia cong vian dinh kém.

Tréan trong./ ¥
Noi nhin:

- Nhu trén;
- Luu: VT, VP.

S6 2 - Phan Dinh Phung, phudng Quang Vinh, thanh pho Bién Hoa, tinh Pong Nai
DT: (02513) 942641, Fax: (02513) 847269, Email: syt@dongnai.gov.vn, Website: syt.dongnai.gov.vn
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) 'UBND TINH PONG NAI A CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG DPjc 14p - Tu do - Hanh phiic
Sé: 1488 /STTTT-CNTTVT D(S‘ng Nai, ngay 23 thang 6 nam 2022

V/v 16 héng bao mat anh huong Cao va
Nghiém trong trong cdc san pham
Microsoft cong bo thang 6/2022

Kinh gui:
- Céc co quan dang, nha nudc trén dia ban tinh;
- Céc t6 chire chinh tri - xa hoi thudc dia ban tinh;
- Viettel Dong Nai, VNPT Déng Nai, Mobifone Ddng Nai;
- Trung tdm Cdng nghé thong tin tinh Pong Nai.

S& Thong tin va Truyén thong nhan van ban 869/CATTT-NCSC ngay
16/6/2022 cia Cuc An toan théng tin vé viée 16 hong bao mat anh huong Cao va
Nghiém trong trong cac san phadm Microsoft cong bd thang 6/2022;

Theo van ban trén, ngay 14/6/2022 Microsoft da phat hanh danh sach ban
vé thang 6 véi 55 16 hong bao mat trong cac san pham ctia minh. Ban phét hanh
thang nay ddc biét dang chu ¥ cac 15 hong bao mat sau:

Cac 16 hong bao mét c6 murc anh huong Nghiém trong:

- L& hong bao mat CVE-2022-30190 (1 (hay con goi la Follina) trong Windows
Microsoft Support Diagnotic Tool (MSDT) cho phép dbi tuong tan cong thuc thi
ma tly y. Mic du, c6 diém CVSS: 7.8 (Cao) nhung ma khai thac cua 10 héng nay
da dugc cong b rong rai trén Internet, dac biét dang dugc cac nhom tan cong khai
thac triét dé. Cac co quan, t6 chirc can tién hanh cép nhét ban va hodc trién khai céc
bién phép han ché ngay khi c6 thé dé tranh nguy co bi tAn cong théng qua 16 hong
nay.

Trung tam Giam sat an toan khong g glan mang qubc gia (NCSC), Cuc An toan
thong tin cling da canh béo rong rai vé 16 hong Follina tai vin ban sb 786/CATTT-
NCSC vé viéc 16 héng bio mit CVE-2022-30190 trong Microsoft Support
Diagnostic Tool phat hanh ngay 01/6/2022.

-Ld hong bao mat CVE-2022-30136 trong Windows Network File System
cho phép ddi trong tn cong khong can xac thuc ¢6 thé thue thi ma tir xa.

Céc 16 hong bao mét ¢6 mic anh hudng Cao:

- L& hong bao mat CVE-2022-30163 trong Windows Hyper-V cho phép dbi
tugng tan cong thuc thi ma tir xa.

- L6 héng bao mat CVE-2022-30139 trong Windows Lightweight Directory
Access Protocol (LDAP) cho phép dbi tugng tin cong thuc thi ma tir xa.

- 02 16 hong bao mat CVE-2022-30157, CVE-2022-30158 trong Microsoft
SharePoint Server cho phép déi twong tan cong thuc thi ma tir xa.

S6 01 , dudng 30/4, phuong Thanh Binh, TP. Bién Hoa, tinh Bong Nai.
DT: (0251) 3810.269 — https:/stttt.dongnai.gov.vn
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- Lo héng bao mat CVE-2022-30165 trong Windows Kerberos cho phép déi
tuong tin cong thuc hién tan cong nang cao dic quyeén.

- L3 héng bao mat CVE-2022-30173 Microsoft Excel cho phép d6i tuong tan
cong thuc thi ma fir xa.

- I,,(:) héng bao mat CVE-2022-30174 trong Microsoft Office cho phép déi
tuong tan cong thue thi ma tu xa.

Théng tin chi tiét cac 16 hong bao mat co tai phu luc kem theo.

Pé tang cuong dam bao an toan théng tin mang trén dia ban tinh, gop phan
bao dam an toan cho khong gian mang Viét Nam, S& Thong tin va Truyén thong
dé nghi Quy don vi chu dong thuc hién cac bién phap sau:

1. Kiém tra, ra soat, xac dinh may su dung hé diéu hanh Windows c6 kha
ndng bi anh huong. Thyuc hién cap nhat ban va kip thoi d€ tranh nguy co bi tan
cong (tham khao thdng tin tai phu luc kem theo).

2. Téng cudng giam sat va san sang phuong an xir ly khi phat hién co
ddu hiéu bi khai thac, tin céng mang; dong thoi thuong xuyén theo doi kénh
cdnh béo clia cdc co quan chire nang va cac t6 chirc 16n vé an toan thong tin dé
phat hién kip thoi cac nguy co tan cong mang.

3. Trong trudng hop can thiét c6 thé lién hé ddu mdi hd trg ciia Cyuc An
toan thong tin: Trung tdm Gidm sat an toan khéng gian mang quéc gia, dién
thoai 02432091616, thu dién tir: ais@mic.gov.vn hodc S& Thong tin va Tmyén
thong, dién thoai 0251.3810.269, thu dién tur: attt@dongnai.gov.vn.

Tran trong./.

Noi nhan: KT. GIAM POC
- Nhu trén; R T
_ UBND tinh (b/e): PHO GIAM POC

- Giam ddc va Pho Giam déc So;
-Luu: VT, CNTTVT, Thinh.

V6 Hoang Khai
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Phu luc

THONG TIN VE CAC LO HONG BAO MAT TRONG SAN PHAM MICROSOFT
(Kém theo van ban so 1488 /STTTT-CNTTVT ngay 23/ 6/2022 ciia So Thong tin va Truyen thong)

1. Théng tin cic 156 héng bio mat

STT

CVE

Mo ti

Link tham khao

CVE-2022-30190
(Follina)

- Biém CVSS: 7.8 (Cao)

- L3 héng trong Windows Microsoft Support
Diagnotic Tool (MSDT) cho phép déi tugng tin cong
thuc thi md tay y.

- Anh hudng: Windows 7/8.1/10, Windows Server
2008/2012/2016.

https://msre.microsoft.com/upd
ate-guide/en-
US/vulnerability/CVE-2022-
30190

Vin ban sb 786/CATTT-
NCSC vé vige 15 héng bao mat
CVE-2022-30190 trong
Microsoft Support Diagnostic
Tool  phidt  hanh  ngay
01/6/2022.

CVE-2022-30136

- Piém CVSS: 9.8 (Nghiém trong)

- L& trong Windows Network File System cho phép
dbi tuong tin cong khéng can xac thuc c6 thé thuc
thi ma tir xa.

- Anh huéng: Windows Server 2012/2016/2019.

https://msrc.microsoft.com/upd
ate-guide/vulnerability/CVE-
2022-30136

CVE-2022-30163

- Piém CVSS: 8.5 (Cao)

- L3 héng trong Windows Hyper-V cho phép déi
tuong tin cong thue thi ma tir xa.

- Anh hudng: Windows 8.1/10/11, Windows Server
2008/2012/2016.

https://msrc.microsoft.com/upd
ate-guide/vulnerability/CVE-
2022-30163
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4 CVE-2022-30139

- biém CVSS:7.5 (cao)

- L& héng trong Windows Lightweight Directory
Access Protocol (LDAP) cho phép déi tuong thn
cong thuce thi ma tir xa.

- Anh huéng: Windows
2016/2019/2022.

10, Windows Server

https://msrc.microsoft.com/upd
ate-guide/vulnerability/CVE-
2022-30139

& CVE-2022-30157
CVE-2022-30158

- Diém CVSS: 8.8 (Cao)

- Ld héng trong Microsoft SharePoint Server cho
phép dbi twong tAn cong thue thi mi tir xa.

- Anh hudng: SharcPoint Server 2019, SharcPoint
Enterprise Server 2016.

https://msrc.microsoft.com/upd
ate-guide/vulnerability/CVE-
2022-30157
https://msrc.microsoft.com/upd
ate-guide/vulnerability/ CVE-
2022-30158

6 CVE-2022-30165

- Piém CVSS: 8.8 (Cao)

- Lb hong trong Windows Kerberos cho phép 601
tugng thn cong thuc hién tin cong nang cao dic quyen
- Anh huéng: Windows 10/11, Windows Server
2016/2022.

https:/msrc.microsoft.com/upd
ate-guide/vulnerability/CVE-
2022-30165

d CVE-2022-30173

- Piém CVSS: 7.8 (Cao) ]

-’L(:) hong trong Microsoft Excel cho phép doi tugng
tan cong thuc thi ma tir xa.

- Anh hudng: Excel 2013/2016.

https://msrc.microsoft.com/upd
ate-guide/vulnerability/CVE-
2022-30173

8 CVE-2022-30174

- Piém CVSS: 7.4 (Cao)

- Lo hédng trong Microsoft Office cho phép dbi trong
tAn c6ng thuc thi ma tir xa.

- Anh huéng: Microsoft 365 Apps, Microsoft Office
LTSC 2021.

https://msrc.microsoft.com/upd
ate-guide/vulnerability/CVE-
2022-30174
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2. Huéng din khic phuc
Bién phép t6t nhat dé khic phuc la cap nhat ban va cho cic 16 héng bao mét noi trén theo hudéng din cua hing. Quy don
vi tham khao céc ban cdp nhat phit hop cho cac san phdm dang sir dung tai link ngudn tham khao tai muc 1 ciia phu luc.
3. Tai liéu tham khao
https:/msrc.microsoft.com/update-guide/releaseNote/2022-Jun
https://www .zerodayinitiative.com/blog/2022/6/14/the-june-2022-security-update-review
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