Nguoi ky: S§ Y t&
Email:

\\ syt@dongnai.gov.vn
tCor quan: Tinh Pong
//Nai

UBND TINHDONGNAI ~ CONG HOA XA H\OI CHU NGHiA/ ViR ky:
SOYTE Doc lap - T‘a:\t}o -—Hanh phu]c(gno%) 3020 14:16:30
S6:1305 /SYT-VP Déng Nai, ngay. |9 thdng 3 ndm 2020

V/v trién khai Céng vin sb
116/CNTT-DLYT ngay 10/3/2020
cia Cuc CNTTBO Y té

Kinh giri: Gidm dbc, Thi truéng céc don vi true thude.

Thyc hién Cong vén s 116/CNTT-DLYT ngay 10/3/2020 cta Cuc Cong
nghé thong tin Bo Y t€ v& viée canh béo nguy co tdn cdng vao cic may chi web
st dung Apche (Dinh kem Céng van).

Gidm dbc S¢ Y té dé nghi Gidm doc Thu trudng cac don vi truc thudc chi
dao cac td chirc, c4 nhén phu trach vé cdng nghé thong tin clia don vi t5 chirc
trién khai thuc hién ndi dung Cong van s6 116/CNTT-DLYT ngay 10/3/2020
ctia Cuc Cong nghé thong tin Bo Y té.

pé nghi Gidm dbc, Thi trudng cac don vi truc thudce trién khai thuc hién./. Gé

Noi nhin:
- Nhur trén;
- Luu: VT, VP.

S6 2 - Phan Dinh Phiing, phudng Quang Vinh, thanh phd Bién Hoa, tinh Ddng Nai
DT: (02513) 942641, Fax: (02513) 847269, Email: syt@dongnai.gov.vn, Website: syt.dongnai.gov.vn




%o, Dn vi ban hanh:Cuc Cong nghé Thong tin
v Ching thu: Cuc Cong nghé thong tin

V. Ngay ky: 10/03/2020 17:39:41
H¢ thong VOftice B Y Té

BOYTE CONG HOA XA HQI CHU NGHIA VIET NAM

CUC CONG NGHE THONG TIN Dée lap — Tu do — Hanh phiic
S6: 116 /CNTT-DLYT Ha Noi, ngay |0 thing 03 ndm 2020

V/v canh béo nguy co tn cdng vio cic
may cht web sir dung Apache

Kinh gtt: q
- Cac Vu/Cuc, Tong Cuc, Vin phong B, Thanh tra B;
- Céc don vi truc thuoc BO Y té;
- SO Y t8 c/élcﬁ‘cjﬁh, thanh phd tryc thude Trung wong.
(Sau:day-goi tdt la cdc dom vi)

Cin ¢ Cong vin s§ 135/CATTT-NCSC ngay 9/3/2020 ctia Cuc An toan
thong tin v& viée nguy co tAn cbng vao cic may chit web sir dung Apache Tomcat
théng qua 18 hdng CVE-2020-1938 (con goi 12 Ghostcat) trong thanh phén
Apache JServ Protocol cla cdc méy chi web st dung Apache Tomcat (phién
béan 9/8/7 va céc phién ban ci hon).

L3 hong bao mat nay di c6 ma khai thic cong khai trén Internet va théng
qua khai thac 15 hdng ddi tugng tAn cong c6 thé thu thap thong tin ndi dung cac
t&p trén may chii Tomcat bao gdm cé tip tin cdu hinh. Ngoai ra, néu tng dung
web cho phép ngudi ding i tép 1én, thi d6i trong tin cong c6 thé loi dung dé tai
1én may chii cac doan m4 khai thac va thyuc thi nhiéu hanh dong doc hai khac.

Nhim dam béo an toan thong tin cho hé thdng théng tin ctia quy don vi,
g6p phén bao dam an toan cho khong gian mang Viét Nam, Cuc Cong nghé thong
tin d& nghi quy don vi thuc hién:

1. Ra soédt cédc mdy chit Apache Tdmcat dé phat hién va xt 1y kip thoi cac
méy chtt c6 kha ning di bi di tuong thn cong khai thic théng qua 15 hdng trén.
Danh séach phién ban Tomcat bi &nh hudng tai Phy luc 1.

2. V4 18 héng CVE-2020-1938, theo cach sau v6 hiéu hoa thanh phin 15i
hodc ning cip 18n phién ban Apache Tomcat mdi. Cac phién ban Apache Tomeat
da dugc khic phuc 16 cho timg phién ban da cé trén https://tomeat.apache.org.

3. Thuc hién theo doi gidm sat va danh gid an toan théng tin dinh ky cho
céc hé théng thong tin dé kip thoi phat hién va xir Iy cac nguy co gdy mét an toan
thdng tin.



Trong trudng hop can thiét ¢d thé lién hé dau maéi héd tro cua Cuc Cdng

nghé théng tin: KS. Nguyén Viét Hung — Trung tdm Dit lidu v té&; email:
hungnv.cnttzmoh.gov.vn; dién thoai: 098 353 9556.
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- Thir trrdmg Nguyén Thanh Long (dé b/c);
- Pho Cuc trudmg (dé biét);
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_ BOYTE CONG HOA XA HOI CHU NGHIA VIET NAM
CUC CONG NGHE THONG TIN DPoc lip — Tu do — Hanh phiic

PHY LUC
Danh sach phién ban Tomcat bj dnh huwdng

(Kem theo Céng vin sé 16 /CNTT-DLYT ngay ity/3/2020)

Phién bén 16i Phién ban da khiic phuc 16
Apache Tomcat 9 (9.x <9.0.31) 9.031
Apache Tomcat 8 (8.x <8.5.51) 8.5.51
Apache Tomeat 7 (7.x <7.0.100) 7.0.100
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