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UBND TINH DQNG NAI CONG HOA XA HQI CHU NGHIA VIET NAM
SOYTE Poc lap - Tw do - Hanh phic
s6:4994sy1-vP Déng Nai, ngayLC thing 8 nam 2020

V/v trién khai Cong van sb
2101/STTTT-CNTTVT ngay
06/8/2020 cta S& Thong tin va
Truyén thong.

Kinh giri: Giam déc, Thu trudng cac don vi truc thude.

S& Y té Pong Nai nhan dugc Cong van s6 2101/STTTT-CNTTVT ngay
06/8/2020 ctia S& Thong tin va Truyén thong v€ viéc hudng dan trién khai cong
tac an toan, an ninh mang trén dia ban tinh (Bink kem Céng van).

Giam dbc S¢ Y té€ dé nghi Giam dbc, Thu trudng cac don vi truc thudce chi
dao céc tb chirc, c4 nhan phu trach vé coéng nghé thong tin cia don vi td chirc
trién khai thuc hién ndéi dung Céng vin sé 2101/STTTT-CNTTVT ngay
06/8/2020 ctia S& Thong tin va Truyén thong.

Pé nghi Gidm ddc, Tha trudng cac don vi truc thudc trién khai thuc hién
theo su chi dao./. |

Noi nhin:
- Nhu trén;
- Luu: VT,VP.

Phan Huy Anh Vil
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_ UBND TINHDPONGNAI CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Doc lap - Tu do - Hanh phiic

S6: 2101 /STTTT-CNTTVT Déng Nai, ngay g théang 8 ndm 2020

V/v hudéng dan trién khai cong tc an toan,
an ninh mang trén dia ban tinh

Kinh gui:
- Céc co quan dang, nha nudc trén dia ban tinh;

- C4c td chic chinh tri- x4 hdi thudc dia ban tinh.

Thuc hién chi dao ctia Chua tich UBND tinh tai vin ban sé 584/UBND-
KGVX ngay 22/7/2020 vé trién khai thuc hién K& hoach s6 374-KH/TU ngay
06/7/2020 cua Tinh ty. S& Théng tin va Truyén thong huéng dan trién khai cong
tac an toan, an ninh mang trén dia ban tinh, cu thé nhu sau:

1. Trién khai an toan, an ninh mang

Hoat dong dam bao an toan, an ninh mang can tuan tha Luat an toan thong
tin mang ngay 19/11/2015; Nghi dinh sb 85/2016/ND-CP ngay 01/7/2016 cua
Chinh phu vé b3o dam an toan hé théng thong tin theo cip d6; Théng tu sb
03/2017/TT-BTTTT ngay 24/4/2017 ctia Bd Thong tin va Truyén thong quy dinh
chi tiét va huéng din mot sb didu ctia Nghi dinh s& 85/2016/ND-CP ngay
01/7/2016 cta Chinh phti v& biao dam an toan hé théng thong tin theo cdp do;
cdng van sd 713/CATTT-TPQLGS ngay 25/7/2019 ctia Cuc An toan théng tin —
B6 Thong tin va Truyén thong vé huéng din xac dinh va thuc thi bao vé hé théng
thong tin theo cap do.

Tiép tuc thuc hién nghiém tic Chi thi sé 14/CT-TTg ngay 25/5/2018 cia
Thi tuéng Chinh pht v& viéc nang cao ning luc phong, chdng phan mém doc
hai. Bao dam cé giai phap phong, chéng mi doc bao vé cho 100% may chil, may
tram, thiét bi dau cudi lién quan va ¢ co ché tu dong cép nhét phi€én ban hodc
ddu hiéu nhan dang mé doc mdi. Giai phap phong, chéng ma doc duoc dau tu
md&i hodc ning cip can cé chirc ning cho phép quan tri tip trung; ¢é dich vu, giai
phap hd trg k§ thuat 24/7, _¢6 kha nang phan tmg kip thoi trong viée phat hién,
phan tich va g& bo phan mem doc hai. Giai phap phong, chéng ma doc phai dam
bao thue hién dugc viée két nbi, chia sé théng tin vé ma ddc gifta cac hé thong k¥
thuat theo cong vin sé 2290/BTTTT-CATTT ngay 17/7/2018 cta Bo Thong tin
va Truyén thong vé huéng din két ndi, chia sé thong tin vé ma doc gifta cic hé
théng k¥ thudt; Thong béo sd 71/TB-CATTT ngay 26/9/2019 cia Cuc An toan
thong tin vé viéc cong b 1an 3 Danh muc san pham phong, chdng phan mém doc
hai dap tmg yéu cau k¥ thuat theo Chi thi s6 14/CT-TTg.

Ngoai ra, cac co quan nha nudc trén dia ban tinh can tiép tuc trién khai thuc
hién Quyét dinh sé 48/2018/QD-UBND ngay 07/11/2018 ctia UBND tinh vé ban
hanh Quy ché Bao dam an toan théng tin mang trong hoat déng tmg dung cong
nghé thong tin ctia cic co quan nha nudce trén dia ban tinh Pong Nai.

Khu Chung cu B1, duong Nguyén Ai Qudc, phuong Quang Vinh, TP Bién Hoa, tinh Dong Nai
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Trong qua trinh thyc hién dau tu, xdy dung, thué, trién khai cac hé thdng
thong tin can ddp tng duogc cac yéu cdu cua Tiéu chuén quoc gia TCVN
11930:2017 vé Cong nghé théng tin - Cac k¥ thudt an toan - Yéu céu co ban vé
an toan hé thong théng tin theo cdp d9; tudn thii theo tiéu chuin, quy chuén k§
thudt, huéng din nghiép vu ctia B4 Thong tin va Truyén thong va quy dinh cua
phép luét.

O

.
s . A .
2. Diéu phdi, irng ciru s ¢4 an toan thong tin man

Hoat dong diéu phdi, tmg ctru su c¢d an toan thong tin mang thuc hién theo
Thoéng tu s6 20/2017/TT-BTTTT ngay 12/9/2017 cia Bé Thong tin va Truyén

thong quy dinh vé diéu phdi, tmg ciru su ¢b an toan théng tin mang trén toan
qudc, bao gdm cac ndi dung:

- Hoat dong diéu phéi, ng ctru su cd;

- Thong bdo, bao céo su cb an toan thong tin mang;

- Phét hién, tiép nhédn, x4c minh, x ly ban dau va phén loai su cb an toan
thong tin mang;

- Quy trinh tng ctru su ¢d an toan thong tin mang;

- C4c bién phap bao dam thuc hién Gmg ctru su ¢b an toan thong tin mang.

Hoat dong két ndi, chia sé thong tin vé ma doc gitra cac hé théng k§ thuat
thue hién theo cdng van s6 2290/BTTTT-CATTT ngay 17/7/2018 cua B Thong
tin va Truyén thong v€ hudng dan két ndi, chia sé thong tin vé ma ddc gilta céc
hé thong k¥ thudt; bao gom: M6 hinh va phuong thirc két ndi, cdc nguyén tac chia
sé thong tin, huéng dan dinh dang géi tin ...

3. Trién khai hoat ddng giam sat an toan thong tin

Viéc trién khai hoat dong gidm sat trong co quan, td chtrc nha nuéc duge
thuce hién theo tai liéu hudng dan dinh kém tai cdng van s6 2973/BTTTT-CATTT
ngay 04/9/2019 ctia B Thong tin va Truyén thdng vé hudng dan trién khai hoat
dbéng giam sat an toan thong tin trong co quan, t6 chirc nha nudc; bao gom céc
ndi dung:

- Huéng din phuong an trién khai hoat ddng gidm sét an toan thong tin;

- Thiét 14p, quan Iy v4n hanh hé théng giam sét an toan hé thdng thong tin;

- Thué dich vu gidm sét an toan thong tin va huéng din két nbi véi hé thdng
k¥ thuét cia Trung tdm Gidm st an toan khéng gian mang qudc gia.

4. Pam bdo an toan thong tin cho hé théng quan ly van bdn va diéu
hanh

Viéc dam bao an toan thdng tin cho hé thdng quan ly vin ban va diéu hanh
clia co quan, to chirc nha nude duge thuc hién theo tai liéu hudéng dan dinh kém
tai cong van so 3001/BTTTT-CATTT ngay 06/9/2019 cua B9 Thong tin va
Truyén thong vé hudng dan dam bao an toan thdng tin cho hé thdng quan ly vén

ban va diéu hanh; bao gdm cac ndi dung cac thanh phan co ban; cac y€u cau an
toan co ban va phuong an thuc thi bao dam an toan théng tin cho hé théng quan



3

ly van ban va diéu hanh chay trén nén tang tmg dung Web, sir dung trong cic co
quan, to chtrc nha nudc.

Trén day 1a cic huéng dan thue hién trién khai an toan, an ninh mang trén
dia ban tinh, S& Théng tin va Truyén thong kinh giri cdc quy co quan, dia phuong
quan tdm thuc hién.

Tréan trong./.

Dinh kem:

- Ludt an toan thong tin mang ngay 19/11/2015;

- Nghi dinh s6 85/2016/ND- CP ngay 01/7/2016 cua Chinh ph vé bdo dam
an toan hé thong théng tin theo cap dd;

- Chi thi s6 14/CT-TTg ngay 25/5/2018 cua Thu twéng Chinh phi vé viéc
ndng cao nang lec phong, chong phan mém doc hai;

- Théng tw s6 03/2017/TT-BTTTT ngay 24/4/2017 cia BS Théng tin va
Truyén thong; '

- Céng vin s6 713/CATTT-TDQLGS ngay 25/7/2019 cua Cuc An toan thong
tin — Bé Thong tin va Truyén thong;

- Thong tu s6 20/2017/TT-BTTTT ngay 12/9/2017 ciia Bé Théng tin va
Truyén thong;

- Céng van s6 2290/BTTTT-CATTT ngay 17/7/2018 ciia B Théng tin va
Truyén thong;

- Cong van 56 2973/BTTTT-CATTT ngay 04/9/2019 ciia B Théng tin va
Truyén thong,

- Cong van s6 3001/BTTTT-CATTT ngay 06/9/2019 ciia B Théng tin va
Truyén thong;

- Théng bdo 56 71/TB-CATTT ngay 26/9/2019 cua Cuc An toan thong tin vé
viéc cong bo lan 3 Danh muc san phdm phong, chong phan mém djc hai ddp img
yéu cau ky thudt theo Chi thi s6 14/CT-TTg.

Noi nhan: KT. GIAM POC
- Nhu trén; 0 A 3
B PHO GIAM DOC
- Gidgm dbc va PGP Sé;

- Trung tim CNTT-TT; /

- Luu: VT, CNTTVT, Taw

Vo Hoang Khai
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