Nguoi ky: So Y té
( G - Email: syt@dongnai.gov.vn
W\ YT Co quan: Tinh Dong Nai
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UBND TINH DONG NAI CONG HOA XA HQI CHU NGHIA VIET NAM
SOYTE Poc ldp - Tw do - Hanh phic

S6: 6054 /SYT-VP Déng Nai, ngay 05 thing 10 ndm 2020
V/v trién khai Cong van sb
2704/STTTT-CNTTVT ngay
28/9/2020 cua S Thong tin va
Truyén thong.

Kinh gtri: Gidm dbc, Thu trudng cac don vi truc thudc.

S& Y té Pong Nai nhan duge Cong van so 2704/STTTT-CNTTVT ngay
28/9/2020 cta S& Thong tin va Truyén thong vé viéc trién khai béo céo k¥ thuat
an toan thong tin thang 8/2020 (Pinh kem Cong van).

Giam dbc S Y té dé nghi Giam doc Thi truéng céc don vi truc thude chi
dao cac td chirc, c4 nhan phu trach vé cong nghé thong tin ctia don vi td chirc
trién khai thuc hién ndi dung Cong van so6 2704/STTTT-CNTTVT ngay
28/9/2020 ciia S& Thong tin va Truyén thong.

pé nghi Gidm dbc, Thu trudng cac don vi truc thude trién khai thuc hién
theo su chi dao./. GL
o

Noi nhin:
- Nhu trén;
- Luu: VT, VP.

ran Huy Anh Vi

S8 2 - Phan Pinh Phiing, phudmg Quang Vinh, thanh phé Bién Hoa, tinh Ddng Nai
PT: (02513) 942641, Fax: (02513) 847269, Email: syt@dongnai.gov.vn, Website: syt.dongnai.gov.vn
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UBND TINH DONG NAI CONG HOA XA HOI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG DPic lap - Ty do - Hanh phiic
86: 2704 /STTTT-CNTTVT Déng Nai, ngay 28 thdng 9 ndm 2020
V/v trién khai bdo céo k¥ thuét an toan
thong tin thang 8/2020
Kinh gtri:

- Céc co quan dang, nha nudc trén dia ban tinh;

- Céc td chirc chinh tri- xa hoi thudc dia ban tinh.

Ngay 04/9/2020, Cuc An toan thong tin — B Thong tin va Truyén thong co
bao cao s6 26/BC-CATTT vé tinh hinh an toan thong tin thang 8/2020 va thong
ké két ndi chia s ctia cac tinh/thanh. Trong d6 thong ké vé tinh hinh lay nhiém
ma doc tai mét s6 dia phuong, cung cap danh sach diém yéu 15 hdng phd bién va
thong tin vé cac loai ma ddc/botnet.

Dé dam bao an toan hé thdng, S& Thong tin va Truyén théng dé nghi quy co
quan, don vi, dia phuong nghlen ctru Bdo cdo ctia Cuc An toan théng tin, trién
khai ra soat, phat hién cac 16 hdng theo huéng din tai Bdo céo; tiép tuc thuc hién
van ban sb 2137/STTTT CNTTVT ngay 10/8/2020 ctia S& Thong tin va Truyén
thong vé huéng din trién khai ra soét cac 15 héng ¢6 nguy co cao thang 7-2020.

Trong qua trinh thuc hién néu cin hd tro c6 thé lién hé phong Coéng nghé
thong tin Vién théng — S& Thong tin va Truyén théng, sb dién thoai:
0251.8825678

Tran trong./.

Dinh kém: Bdo cdo so } 26/BC-CATTT ciia Cuc An toan thong tin — Bo Thong
tinva T ruyen théng vé tinh hinh an toan théng tin thdng 8/2020 va théng ké két
noi chia sé ciia céc tinh/thanh.

Noi nhin: KT. GIAM POC

- Nhu trén; PHO GIAM POC
- Giam doc va PGD Sé;

- Trung tdm CNTT&TT;
-Luu: VT, CNTTVT, Tan%

Vo Hoang Khai

S6 01, dudong 30/4, phudng Thanh Binh, TP Bién Hoa, tinh Pdng Nai
TEL: (0251) 8825678 — Website: http:/stttt.dongnai.gov.vn



S8: 26 /BC-CATTT

BO THONG TIN VA TRUYEN THONG CONG HOA XA HOQI CHU NGHIA VIET NAM

CUC AN TOAN THONG TIN Poc lap - Tw do - Hanh phic

Ha N¢i, ngary 04 thdng 09 ndim 2020

BAO CAO KY THUAT
Tinh hinh an toan thong tin thiang 08/2020
va thong ké két ndi chia sé ciia cdc Tinh/Thanh

1. Tin tirc ndi bat vé an toan thong tin

Cinh bido: L6 hong thec thi mi trong
Pulse Secure VPN

LoMngtIu.rcﬂnmatrmgPNse Secure
V?Ncoﬂlébinhlmgketﬁncong sit dung @&
kxémsoaltoanbomangmatochucnéu
khong dwgc va. Ngoai 16 hong thue thi m3
mi GoSecure G phit hién, hing bio mjt
ndy ciing 43 tim ra ba 16 héng khic trong
Puise Secure VPN.

222222224

Cac cing ty c6 the tri hodn viéc s6 héa do
Io ngai vé an ninh mang.

Theo khio st, chua dén 43% cdc t chic &
Déng Nam A cb ndi dung lién quan deéa
chitc ning an ninh mang & giai doan lip ke
hoach! Ngoai viéc mé réng cic quy dinh v&
an ninh mang, gido duc 43 duwoc ching
mmhlachzakhoa_Canphmnﬁnzcaonhin
thirc cia moi ngwdi vé cic cude tan cong
ngay nay rit tinh vi vacanhanhoa

Chién dich tin cong tir Triéa Tién nhim
vao nganh ngin hing.

Canh bio cic hé thdng mang ciia chinh phi
Hoa Ky. Mot canh bdo k¥ thuit vé an ninh
mang do 4 cd quan lién bang khic nhau, bao
g6m B6 Tai chinh va FBI, cho biét di cb sw
umdayumgcacnoiuttancmgcodﬁng

co tai chinh ti¢ Triéy Tién

153332322 ))))))

Cinh bao: Cuoctanconglutﬁonhm
vao chinh phi va cic td chirc bio mit.

Mét cude tin cong liva 4o nhim vio chinh
phi va cic t6 chi¥c bdo méit d3 si dung
trang hop phap cd nhin higu Microsoft 365
aé hia nan nhin Nhom nghién citu ciing
nhan thiy lién k&t dua nan nhin @én trang
ding nhip Microsoft 365 méi dugc tao ra,
nhitng lién két duwoc goi 13 "zero-day” nay
danztmnmnphébmhmwchmg

thudmg bi g0 xudng nhanh chéng.

&
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Pii Loan dang o5 ké hoach cim cic cing ty
cong nghé khong 18 cita Trung Quoc.

Lénh chinh thic, sedmcnngbowongayi&
thing 9. s& cim cac ca nhin va t6 chirc Dai
Loanlmnwecvmcaccongtyphatum:nwén
vxdeomaTnmanox; Cac cng ty cong nghe
Trung Quc dang phii 46i mit véi phin Gng dit
dmmmanmwnhmglonsmhmqlmﬁén
mnmhmmcgmmquvcnnmgmduhm

Thuong vién Hoa Ky cung cip bioe cio vé
mcChmn(hnhvzsucandnepChndﬁng
ciia Nga trong Cudc bau o Hoza Ki nim
2016.

Baoczocungb&m'!‘dngﬂnﬂugl’lmnd‘i
chi dao chién dich va @4t ra cic muc tidu
cia né (noi chung 13 giy roi, nhing dic
bxetlachmgbacmnm) ciing khéng tim
thaybmgchmgnaochomayTonzthéng
Donald Trump thmadﬁng vdi Moscow,
ninmg thwong xuyén ti€p xic voi nhing
ngmcoqnanhémﬁtth:étvmmmhphu
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Trong thang 08:

- Trong thang ¢6 02 tinh (Pa Ning, Vinh Long) di thuc hién két ndi chia
sé thong tin vé ma doc. DPén hét thang 8/2020 da c6 47/63 cac don vi &
tinh/thanh thuc hién két ndi chia sé thong tin vé ma doc v&i hé théng k¥ thuat
ctia Trung tAm Gidm sét an toan khong gian mang quoc gia, Cuc An toan thong
tin theo Chi thi 14/CT-TTg ngay 25/5/2018 vé viéc nang cao nang luc phong,
chéng phin mém ddc hai.

- Hé thong k¥ thuat cta Trung tdm Gidm sat an toan khong gian mang qudc
gia theo doi vAn con nhiéu méy tinh van tdn tai nhiéu 16 héng bao mat da c6
huéng dan khic phuc (Danh séch tai Phu luc 3). Pé nghi S& TTTT céc tinh don
dbc va hd tro cac don vi trén dia ban minh quan ly thuc hién va 18 héng dé ngin
chdn sém céc nguy co tdn cong mang thong qua cac 16 hdng nay, dic biét la cac
16 hdng da va dang dugc cac nhém tdn cong loi dung @& thuc hién tdn cong APT
nguy hiém.

2. Tinh hinh lay nhiém ma ddc tai mdt sé dia phwong

Pé hd tro Pon vi chuyén trach vé ATTT, S¢ TT&TT tai cdc dia phuong
trén ca nudc sém nim bit dugc tinh hinh ldy nhiém ma doc, hoat dong cua céc
mang mAy tinh ma (botnet) mot cach ddc 1ap, khdng phu thude vao giai phép k¥
thuét d3 trién khai, Cuc An toan thong tin (ATTT) da trién khal Hé thdng gidm
sat tir xa tai Trung tim Gidm sat an toan khong gian mang quoc gia. Thong tin
giam sat tir Hé thong c6 thé tham khao, sir dung dé danh gid hiéu qua giai phép
giam sat, phong chdng ma ddc tép trung dang trién khai tai dia phuong. Hién
nay, tai khoan truy cép hé théng dad dugc Cuc ATTT cép cho Lanh dao céac don
vi chuyén trach.

Viéc gidm sat ma doc duge Hé thdng gidm sat tir xa thuc hién dya trén
danh sach dia chi IP tinh, public do S& TT&TT tai dia phuong cung cép. Viéc
gidm sét khong tuong tic v6i hé thong mang ndi bd do d6 khong 1am anh hudng
tGi hiéu nang va luu lvgng mang va hoat dong cta hé thong théng tin. Ngoai ra,
hoat dong gidm sat tir xa con hd trg phat hién cac nguy co, i ro, diém yéu cua
hé théng t‘rén cac Dai dia chi IP/Tén mién cua co quan; va tai khoan 16 lot thong
tin va nhiéu nguy co khéc.

f?én thang 08/2020, Trung tdm Gidm sét an toan khong gian mang quic gia
dé phoi hop v6i S& TT&TT cée tinh thanh, thue hién theo doi, gidm sat ma doc
tlr xa cho 62/63 tinh thanh va phat hién c6 nhiéu dia chi IP si dung trong co
quan nha nuéc & céc tinh thanh nim trong cac mang botnet.
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Tinh hinh I3y nhiém ma djc tai mot sé dia phuwong thdng 08/2020"

GiaLai

' Ding Thip
Ha Nai

. Thanh Hoa

Da Ning

Lai Chiu '
m 67
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Tén ma doc

. ‘Avalan(;he‘,,C"onﬁekel‘;.{js}féé;]?rat, Sality
Thanh Héa Conficker, Lolfibot, Shauth, Gamut,
Minerpanel
Totbotnet, Stealrat, Necurs, Sality,
. v
Lim Pong Smokerloader, Avalanche
Ha Nam . Aval’anche, €0nﬁcker, Sality

Hién nay con 01/63 dia phuong chua cung cép, cdp nhat danh sach dia chi
IP sir dung trong co quan nha nudc trén dia ban (danh sach tai Phu luc 1). DPé
nhin dugc thong tin gidm sat vong ngoai va hd tro ky thuat, dé nghi cac Co
quan chuyén trach vé ATTT tai céc tinh lién hé v&i Trung tdm Gidm sat an toan
khong gian mang qudc gia & bd sung thong tin.
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3. Tinh hinh chia sé dit liéu theo Chi thi 14/CT-Ttg 2018

Bén canh Hé théng giam sat tir xa dua trén da1 dia chi IP tinh do céc dia
phuong cung cap, Cuc ATTT hién da trién khai két ndi chia sé thong tin theo chi
dao tai Ch1 thi s 14/CT-TTg cua Thu tuéng Chinh phu ban hanh ngay
25/5/2018 vé viéc nang cao nang luc phong, chéng phan mém ddc hai. Dé dugce
hd tro k¥ thudt, cac dia phuong can chia sé thong tln vé Trung tim Glam sat an
toan khong glan mang qudc gia. Huorng din két ndi chia sé thong tin vé ma doc
gitta cac hé théng k¥ thut tai van ban sb 2290/BTTTT-CATTT ngay 17/7/2018.

Trong thang 08/2020, da c6 47/63 dia phuong két ndi véi hé thong k¥ thuit
ctia Trung tdm Gidm sat an toan khong gian mang quoc gia. Tong s6 may tinh
chia sé thong tin vé ma doc 12 97.851 may.

TOP PIA PHUGNG CHIA SE DU LIEU MA POC
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ThmBmh Smla NghéAn LonzAn Lim Déng LaoCm KomeKamezI-hngen

o

u 56 hrong may chia sé théng tin

Trung tdm Gidm sat an toan khong gian mang
qudc gia s& thudng xuyén gidm sét, canh bdo nguy co,
danh gi4 va hd tro va cac diém yéu 15 hdng dbi vi
nhitng dia phuong d3 két néi dit liéu téi Hé thong Chia
sé¢ thong tin md doc (MIS — Malware Information
Sharing) tai dia chi:

https://mis.ais.gov.vn.




5

Trong théng 08/2020, Hé théng MIS cua Trung tdm Gidm sat an toan kho
ng gian mang qudc gia da ghi nhan c6 3.904 diém yéu, 13 héng an toan thong tin
tai cdc hé thdng thong tin cla co quan nha nuéc. L3 hdng giy mat an toan thong
tin ton tai trén nhiéu mdy tinh d4 két ndi, chia sé thong tin.

Sé luong diém yéu, 15 hé)ng néu trén 13 rat 16n, do d6 Cuc ATTT di chi dao
Trung tdm Gidm sat an toan khong gian mang qudc gia trién khai danh gia, xac
dinh c4c 18 hdng nguy hiém, c¢6 anh huc’mg trén dién rong va huéng dan céc co
quan, t6 chirc khic phuc. Dic biét c6 mdt s6 16 hdng da va dang dugc cac nhom
tdn cong loi dung & thuc hién tAn cong APT. Danh sach 16 hong da c6 hudng
dan trang phu luc kém theo. Duéi day 1a 03 15 hdng van con tdn tai trén nhidu
mdy tinh, chua duge xtt Iy va khéc phuc.

M6 ta tém tit Ghi chu

CVE-2013-3900 X 1 2 x Tham khao

(iSiiaosy  s5u soqp Clestonciedenlah L ool
Windows 82019

Nhim dam bao an toan hé thdng, d& nghi cac Can bd chuyén trach ATTT
thuc hién ra soat, danh gia céc thiét bi tai co quan, t5 chitc ciia minh dé xac dinh
15 hdng va tién hanh “V4” 15 hng theo huéng dan.
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Dé c¢6 thong tin vé diém yéu, 15 héng ton tai trong hé théng clia cac co
quan, td chtrc truc thudc dia phuong, S& TT&TT ¢ thé lién hé véi Trung tdm
Giam sat an toan khong gian mang quéc gia dé duge chia sé./.

Noi nhin:

, KT. CUC TRUONG
-S& TT&TT céc tinh, thanh pho truc thudc TW;

- PCT Nguyén Khac Lich;
- Luu: VT, NCSC.

Ky bai: Cuc An toan thong tin
Co quan: Bo Thong tin va Truyén thong
Tha gian ky: 04/09/2020 15:49:46
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Phu luc 1
Danh sich dia phwong chwa cung cip dia chi IP tinh sir dung trong CQNN
(phuc vu gidm sat tir xa)

STT Tinh/Thanh
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Phu lyc 2
Danh sdch cic don vi chua trién khai gidi phap phong chong
mi doc dip tng yéu ciu cia Chi thi s0 14/CT-TTg nam 2018
(Chua két ndi chia sé dit liéu vé Cuc ATTTT)

- Tinh/Thanh - Tinh/Thanh

. QuangNam

2 Binh Duorng 10 Pht Tho

BongThap . II - TraVinh

4 Ha G1ang 12 Yén Bai
HaNam B . NamBmh

Ha Tinh 14 Ninh Thugm

4 HoaBlnh = ISE - QuBinh

8 Khénh Hoa 16 Théi Nguyén

Ghi chii: Thong tin vé cac bd nganh, dia phuong chua thuc hién két ndi chia sé
thong tin vé& ma doc s& duoc Cuc ATTT téng hop, bédo cdo hang thang nhim d6n
déc viéc thuc hién chi tiéu ma Chinh phi dua ra tai Nghi quyét 01/NQ-CP ngay
01/01/2020 cda Chinh phu.

Cu thé: "90% céc bo, nganh, dia phuong két ndi v6i Trung tAm Gidm sét an toan

khong gian mang qudc gia".
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Phu luc 3

Danh sich diém yéu 15 héng phd bién da c6 hwéng din ky thuit

Ma diém yéu/ 16

héng
CVE-2019-0708

Ghi chu

Tham khao Béo céo thang 8/2019

CVE-2013-3900

(MS14-058)

2 Tham khao Béo céo thang 8/2019
(MS13-098)
3 CVE-2014-4114 Tham khao Béo céo thang 8/2019
(MS14-060) Sandworm APT
4 CVE-2015-0009 Tham khao Béo cédo thang 9/2019
(MS15-014)
5 CVE-2015-1635 Tham khao Béo cdo thang 9/2019
(MS15-034) ‘ : ~
6 CVE-2015-0084 Tham khao Béo céo thang 9/2019
(MS15-028)
7 CVE-2014-0315 Tham khao Béo céo thang 10/2019
(MS14-019)
8 CVE-2017-0144 | Tham khéo Béo cdo thang 10/2019
- (MS17-010) .
9 CVE-2013-3129 Tham khao Béo céo thang 11/2019
(MS13-053)
10 CVE-2015-0073 | Tham khao Béo céo thang 11/2019
(MS15-025) . '
11 CVE-2015-0080 Tham khéao Béo céo thang 11/2019
(MS15-024)
12 CVE-2015-0076 Tham khao Béo cao thang 12/2019
(MS15-029) '
13 CVE-2013-3940 Tham khao Béo cao thang 12/2019
(MS13-089)
14 | CVE-2015-0012 | Tham khao Bdo céo thang 12/2019
, (MS15-017) . ’
15 CVE-2014-0260 Tham khao Béo céo thang 01/2020
(MS14-001)
16 CVE-2014-1818 | Tham khao Béo cdo thang 01/2020
- ~ (MS14-036) . “ . ‘
17 CVE-2014-6352 Tham khao Béo céo thang 01/2020
(MS14-064) Moonsoon APT
18 CVE -2014-0263 | Tham khao Béo céo thang 02/2020
. (MS14-007) -
19 CVE-2014-4148 Tham khao B4o cdo thang 02/2020

APT 31
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CVE-2015-0078

& 8 | Tham khao Béo cdo théng 02/2020
(MSIS023) | - .

. ;21.

CVE-2008-4250
(MS08-067)

Tham Khao Béo cdo Thang 03/2020
Silence APT

 Msia034) |

R

ng 03/2020

"ham khao Béo cdo Thé

CVE-2013-3891
(MS13-086)

Tham khao Béo cao Thang 03/2020
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Phu luc 4
Thong tin ve cic loai ma djc/botnet

Mét s6 IP — Tén mién

173.231.184.5
206.189 61&26




*
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Sality (KuKu) 4b998.bmakemegood24.com

axr.lukki6énd2kdnc.info
bdd.f5ds1jkkk4d.info
blog.inform1ongung.info
businecessity.com
dddrbcash.net
dyfa.lukki6énd2kdnc.info
gyi.f5ds1jkkk4d.info
jengg.lukkiénd2kdnc.info
jlw.lukkiénd2kdnc.info
jwyo.f5ds1jkkk4d.info
kukutrustnet666.info
mdagk.f5ds1jkkk4d.info
mim.lukki6énd2kdnc.info
opxp-f5ds1jkkk4d.info
qdxc.lukkiénd2kdnc.info
rqgkh.f5ds1jkkk4d.info
rvj.lukki6énd2kdnc.info
trfqi.f5ds1jkkk4d.info
vawp.lukki6énd2kdnc.info

ke

- Thoi gian phét
hién: 14n dau tién bi
phat hién vao
04/6/2003.

- Tan cdng vao céc
may tinh st dung hé
diéu hanh Windows,

- Thoi diém Sality 1a
mot ma doc lay
nhiém vao hé théng
qua cac doan ma
chén vao dau tip tin
host & md& ctra hau
va ldy trom théng tin
ban phim. Pén nim
2010 xudt hién bién
thé Sality nguy hiém
hon va tré thanh mot
trong nhitng dong ma
doc phuc tap va nguy
hiém nhét ddi véi an
toan ctia hé théng.
M4y tinh bi nhiém
ma doc sé trd thanh
mot diém trong mang
ngang hang dé tiép
tuc phét tin ma doc
sang cidc may tinh
khéc. Sality chii yéu
dé phét tan thu rac,
tao ra cac proxy, an
cip théng tin ca
nhén, ldy nhiém vio
cac may chu web dé
bién cic may chi nay
thanh may chu diéu
khién cta mang
botnet dé tiép tuc mé
rong mang botnet.
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