Sb: 28 /IBC-CATTT

BO THONG TIN VA TRUYEN THONG CONG HOA XA HQI CHU NGHIA VIET NAM

CUC AN TOAN THONG TIN Péc 1ap - Tu do - Hanh phuc

Ha Néi, ngay d6 thang /0 nam 2020

BAO CAO KY THUAT

Tinh hinh an toan thong tin thang 09/2020
va thong ké ket noi chia sé caa cac Tinh/Thanh

1. Tin tirc noi bat vé an toan théng tin

Canh bao: CAu hinh mic dinh ciia thiét bi
FortiGate VPN cho phép déi twong tin
céng chin bt dir liéu MitM.

Cac nha nghién ciu cho biét ciu hinh mic
dinh SSL-VPN c6 vin dé vé ching chi.
Theo d6i, hon 230.000 thiét bi FortiGate dé
bi tin céng bing chitc ning VPN. Trong s
d6, 88% hoac hon 200.000 doanh nghiép,
dang st dung cdu hinh mic dinh va co6 thé
dé& dang tin cong MitM.

>>>>>

Ha vién Hoa K¥ di thong qua 4 dw luit
nhim dim bio hréi dién va co' sé ha ting
ning hegng chéng lai cic cudc tin céng
mang.

Tit ca bén di luit hién chuyén dén Thuong
vién dé xem xét. Cac bién phap di duoc
phé duyét déu nhim dén muc tidu bio vé
mang cia lwdt dién an toan.

-

Canh bio: Hon 25 16i ¢6 anh hwéng lén
trong hé didu hanh, phin mém IOS va
I0S XE cua Cisco.

Hing d3 dwa ra canh bio va dé nghi cap
nhit cho hang chuc 13 hong bio mat mixc
46 nghiém trong cao, cho phép d6i twong
tin cong ti¥ xa c6 thé xac thuce va st dung
giao dién ngudi dung web trén thiét bi.
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Google xéa 17 #ng dung Android bi phét hién
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Canh bao: Microsoft da phat hién cic .
cudc tan céng dang hoat dong tin dung 16
héng Zerologon.

Zerologon 1a 16i nguy hiém dwoc tiét 16
trong nam nay. Trung tdm NCSC d3 canh
bao vé 16 hdng bao mit nay tai cong van sé
797/CATTT-NCSC ngay 15/09/2020.

ZeroLogon

Detection & Prevention
CVE-2020-1472

Téng théng Putin @& xuit ky két Hiép wéc
khéng can thiép bau cir véi Hoa Kj.

Trudc d6, nhidu 13n Nga d3 bac bd moi cio
budc can thiép vao biu ci¥, thay vao d6 cao
budc cac nha linh dao phuwong Ty tién
hanh mét cudc chién tranh théng tin sai
léch chéng lai Nga.

€<<<

tham gia gian lin thanh todn khéi cia hang

GG Play.

17 tng dung dwoc phat hién bt cac nha nghién
citu bao mit tir Zscaler 43 bi nhiém phin mém
ddc hai Joker (hay con goi 13 Bread) d3 xuit

hién tir nam 2017.



Trong thang 09:

- Trong thang 09/2020 c6 02 tinh (Yén Ba&i, Cao Bang) da cap nhat, bd
sung danh sach dia chi IP tinh can theo ddi giam sat tir xa vé Trung tam Giam sat
an toan khong gian mang quéc gia.

- Trong thang c6 04 tinh (Tra Vinh, Ha Giang, Khanh Hoa, Ha Nam) da
thuc hién két ndi chia sé théng tin vé ma doc. Bén hét thang 9/2020 di co 51/63
cac don vi & tinh/thanh thuc hién két ndi chia sé théng tin vé ma doc voi hé
théng k¥ thuat caa Trung tim Giam sét an toan khdng gian mang quéc gia, Cuc
An toan thdng tin theo Chi thi 14/CT-TTg ngay 25/5/2018 vé viéc nang cao
nang luc phong, chéng phan mém doc hai.

Ngoai ra co 05 tinh (Kién Giang, Ha Nam, Ha Giang, Khanh Hoa, Tra
Vinh) tiép tuc cung cip chia sé¢, mé rong két ndi véi Trung tam Giam sat an toan
khong gian mang quéc gia.

- Heé théng ki thuat cua Trung tdm Giam sét an toan khong gian mang qudc
gia theo d6i van con nhiéu may tinh van ton tai nhiéu 16 hong bao mat da co
hudng dan khic phuc (Danh séch tai Phu luc 2). Bé nghi S TTTT cac tinh don
dbc va hd tro cac don vi trén dia ban minh quan ly thuc hién vé 16 hong dé ngin
chan som cac nguy co tan cdng mang théng qua céac 16 hong nay, dic biét 1a cac
16 hong di va dang dugc cac nhdm tan cong loi dung dé thuc hién tan cong APT
nguy hiém.

2. Tinh hinh l1ay nhiém ma déc tai mot sé dia phwong

Pé hd tro Pon vi chuyén trach vé ATTT, S& TT&TT tai cac dja phuong
trén ca nudc sém nam bat duoc tinh hinh 18y nhiém ma doc, hoat dong cua cac
mang may tinh ma (botnet) mot cach doc lap, khéng phu thudc vao giai phap ky
thuat da trién khai, Cuc An toan thong tin (ATTT) da trién khai Hé thdng giam
st tir xa tai Trung tdm Giam sét an toan khéng gian mang quéc gia. Thong tin
giam sat tir Hé thong cd thé tham khao, st dung dé danh gia hiéu qua giai phap
giam sat, phong chéng ma doc tap trung dang trién khai tai dia phuong. Hién
nay, tai khoan truy cap hé théng da dugc Cuc ATTT cap cho Lanh dao cac don
Vi chuyén trach.

Viéc giam sat ma doc duoc Hé thdng giam sét tir xa thuc hién dya trén
danh sach dija chi IP tinh, public do S& TT&TT tai dia phuong cung cap. Viéc
giam sat khong tuong tac véi hé thdng mang ndi bo do d6 khong 1am anh huong
t6i hiéu niang va luu lugng mang va hoat dong cua hé thong thong tin. Ngoai ra,
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hoat d6ng giam sat tir xa con hd trg phét hién cac nguy co, rui ro, diém yéu cua
hé théng trén cac Dai dia chi IP/Tén mién ciia co quan; va tai khoan 1 lot théng
tin va nhiéu nguy co khac.

Dén thang 09/2020, Trung tm Giam sét an toan khdng gian mang quéc gia
da phdi hop véi S TT&TT cac tinh thanh, thuc hién theo dbi, giam sat ma doc
tir xa cho 63/63 tinh thanh va phat hién c6 nhiéu dia chi IP st dung trong co
quan nha nudc & c&c tinh thanh nam trong cac mang botnet.

Tinh hinh &y nhiém ma dgc tai mét sé dia phwong thang 09/2020*
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DANH SACH MA PQC TAI MOT SO PIA PHUONG

Dia phwong

Lai Chau Avalanche, Conficker, Stealrat, Sality

Thanh Héa Conficker, Lokibot, Shauth, Gamut,

Minerpanel
|ane Son lotbotnet, Stealrat, Necurs, Sality,
e Wannacry
Lam Pong Smokerloader, Avalanche

Ha Nam Avalanche, Conficker, Sality
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3. Tinh hinh chia sé dir liéu theo Chi thi 14/CT-Ttg 2018

Bén canh Hé théng giam sét tir xa dua trén dai dia chi IP tinh do cac dia
phuong cung cap, Cuc ATTT hién da trién khai két ndi chia sé thong tin theo chi
dao tai Chi thi s6 14/CT-TTg cua Tha tuéng Chinh phu ban hanh ngay
25/5/2018 vé& viéc nang cao ning lyc phong, chéng phan mém doc hai. Bé duoc
hd trg ki thuat, cac dia phuong can chia sé thong tin vé Trung tdm Giam sat an
toan khong gian mang qudc gia. Huéng dan két ndi chia sé thong tin vé ma doc
gitra cac hé thong ky thuat tai van ban s6 2290/BTTTT-CATTT ngay 17/7/2018.

Trong thang 09/2020, da c6 51/63 dia phuong két ndi vai hé théng k¥ thuat
cua Trung tdm Giam sat an toan khéng gian mang quéc gia. Téng s6 may tinh
chia sé thdng tin vé ma doc 12 98.151 may.

TOP BPIA PHUGNG CHIA SE DU LIEU MA POC
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B 55 hrong may chia sé théng tin

? Loy Trung tdm Giam sat an toan khéng gian mang
$ qudc gia s& thudong xuyén giam sat, canh bao nguy co,
; danh gia va hd trg va cac diém yéu 15 hdng dbi véi
nhitng dia phuong da két ndi dir lidu toi Hé thdng Chia
sé thong tin ma doc (MIS — Malware Information
Sharing) tai dia chi: https://mis.ais.gov.vn.

Trong thang 09/2020, Hé théng MIS cuaa Trung
tam Giam sét an toan khdé ng gian mang quéc gia da
ghi nhan c6 2.278 diém yéu, 16 hong an toan thdng tin



https://mis.ais.gov.vn/
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tai cac hé théng thong tin cua co quan nha nuée. LS hong gy mat an toan thong
tin ton tai trén nhiéu may tinh da két néi, chia sé thdng tin.

S6 lwong diém yéu, 16 hdng néu trén 1a rat 16n, do d6 Cuc ATTT di chi dao
Trung tdm Giam séat an toan khéng gian mang qudc gia trién khai danh gia, xac
dinh cac 16 héng nguy hiém, c6 anh huong trén dién rong va hudng dan cac co
quan, to chic khac phuc. Dac biét c6 mot sé 16 héng da va dang duoc cac nhom
tan cong loi dung dé thuc hién tan cong APT. Danh sach 16 hong da c6 hudng
dan trang phu luc kém theo. Duéi day 1a 03 15 hdng van con tdn tai trén nhiéu
may tinh, chua dugc xtr Iy va khac phuc.

M0 ta tom tit Ghi chu

L6 hong trong dichvy ~ Tham khéo
CVE-2019-0708 6.396 3921 Remote Desktop cua h¢ dieu Bao cao thang
hanh Windows 8/2019

SV ST L5 héng trong hé didu hanh | nam khao
(MS13-098) 5270 3.206 g Win?joWs B4o céo thang
8/2019

L hong trong Group Policy :
CVE-2015-0009 4961 3.043 cua Microsoft Windows cho UIELT) LGeTs
(MS15-014) ' ' phép doi tuong tan cong truy
cap trai phép.

Bao cao thang
9/2019

Nham dam bao an toan hé théng, dé nghi cac Can bo chuyén trach ATTT
thuc hién ra soat, danh gia cac thiét bi tai co quan, t6 chitc ctia minh dé xac dinh
16 hong va tién hanh “Va” 16 hong theo hudng dan.
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Dé c6 thdng tin vé diém yéu, 16 hdng ton tai trong hé thdng cua cac co
quan, t6 chuc truc thudc dia phuwong, S6 TT&TT ¢6 thé lién hé véi Trung tam
Giam sat an toan khong gian mang quéc gia dé duoc chia sé./.

Ng”'i'l'll'?TT 4c tinh, thanh phé truc thuoc TW KT, CUC TRU()NG
-0 cac unn, thann pno truc thuoc ; z >

- Cyc truéng (dé b(C); PHO CUC TRUONG
- PCT Nguyén Khac Lich;

- Luu: VT, NCSC.

Ky bai: Cuc An toan thong tin

Co quan: B Thong tin va Tmyén thong
Thoi gian ky: 06/10/2020 16:43:48

/QL:f 7

Nfg%;yén Khic Lich
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Phu luc 1
Danh sich cac don vi chua trién khai giai phap phong chdng
mi ddc dap &ng yéu ciu cia Chi thj s6 14/CT-TTg nim 2018
(Chua két ni chia sé dit liéu vé Cuc ATTTT)

- Tinh/Thanh - Tinh/Thanh

Béc Kan Pha Tho
2 Binh Duong 8 Yén Bai
3 DPdng Thép 9 Nam Dinh
4 Ha Tinh 10 Ninh Thuan
5 Hoa Binh 11 Quang Binh
6 Quang Nam 12 Thai Nguyén

Ghi_chu: Théng tin vé cac bd nganh, dia phuong chua thyuc hién két ndi chia sé
thong tin vé ma doc s& duoc Cuc ATTT tong hop, béo céo hang thang nham don
déc viéc thuc hién chi tiéu ma Chinh phu dua ra tai Nghi quyét 01/NQ-CP ngay
01/01/2020 cua Chinh phu.

Cu thé: "90% céc bo, nganh, dia phuong két ndi véi Trung tam Giam sét an toan

khdng gian mang qudc gia".
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Phu luc 2

Danh sach diém yéu 16 héng phé bién da c6 hwéng din ky thuat

Mai diém yéu/ 16

hong

1 CVE-2019-0708 Tham khao Bao céo thang 8/2019

2 CVE-2013-3900 Tham khao Bao cao thang 8/2019
(MS13-098)

3 CVE-2014-4114 Tham khao Bao cao thang 8/2019
(MS14-060) Sandworm APT

4 CVE-2015-0009 Tham khao Bao cao thang 9/2019
(MS15-014)

5 CVE-2015-1635 Tham khao Bao cao thang 9/2019
(MS15-034)

6 CVE-2015-0084 Tham khao Bao cao thang 9/2019
(MS15-028)

7 CVE-2014-0315 Tham khao Bao cao thang 10/2019
(MS14-019)

8 CVE-2017-0144 Tham khao Bao cao thang 10/2019
(MS17-010)

9 CVE-2013-3129 Tham khao Bao cao thang 11/2019
(MS13-053)

10 CVE-2015-0073 Tham khao Bao céao thang 11/2019
(MS15-025)

11 CVE-2015-0080 Tham khao Bao cao thang 11/2019
(MS15-024)

12 CVE-2015-0076 Tham khao Béao céo thang 12/2019
(MS15-029)

13 CVE-2013-3940 Tham khao Béao céo thang 12/2019
(MS13-089)

14 CVE-2015-0012 Tham khao Bao cao thang 12/2019
(MS15-017)

15 CVE-2014-0260 Tham khao Bao cao thang 01/2020
(MS14-001)

16 CVE-2014-1818 Tham khao Bao cao thang 01/2020
(MS14-036)

17 CVE-2014-6352 Tham khao Bao cao thang 01/2020
(MS14-064) Moonsoon APT

18 CVE -2014-0263 Tham khao Bao cao thang 02/2020
(MS14-007)

19 CVE-2014-4148 Tham khao Bao cao thang 02/2020
(MS14-058) APT 31
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20 CVE-2015-0078 Tham khao Bao cao thang 02/2020
(MS15-023)

21 CVE-2008-4250 Tham khao Bao cao Thang 03/2020
(MS08-067) Silence APT

22 CVE-2014-2778 Tham khao Bao cao Thang 03/2020
(MS14-034)

23 CVE-2013-3891 Tham khao Bao cao Thang 03/2020

(MS13-086)




Avalanche

(Win32/Gamarue)

SmokelLoader

Phu luc 3
Théng tin ve cac loai ma dgc/botnet

Tén goi Mét s6 IP — Tén mién

somicrososoft.ru
morphed.ru
a.deltaheavy.ru
hzmksreiuojy.in
devicesta.ru
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designthefuture.ru

andall.andddddzandddd2.com

ochengorit.ru

and32.microscobisoftng5.com
letstryitnowx.online

cp.4jhlti79.ru

cp.0a505txz.ru
cp.qc0zt6eo.ru
cp.4nbizac8.ru
b.deltaheavy.ru
c.deltaheavy.ru
cp.x1yugjh9.ru

and19.themarket12345sushi3.com

cp.ekic4bf5.ru

173.231.184.57
173.231.184.5

206.189.61.126
ukcompany.me
ukcompany.pw
ukcompany.top

Mo ta

- Thoi gian xuat hién:
Nam 2011.

- Muc tiéu tan cong:
Doanh nghi¢p st
dung thé thanh toan.

- Cé&c chuc nang
chinh nhu:
Keylogging; Rootkit;
Truy cap tr xa an;
Thu thap théng tin
dang nhap tu trinh
duyeét.

- Muc dich chinh la
phat tan cac dong ma
doc khac nham phuc
vu C4c cudc tin cong
phin mém doc hai
toan  cau. Mang
botnet  Andromeda
bao gom va co lién
quan dén it nhat 80
ho phan mém doc
hai, trong d6 chu yéu
la ho ma doc Point of
Sale (POS), vi du nhu
GamaPOS.

- Thoi gian xuat hién:
Nam 2011 va da tung
tham gia trong céac
chién dich email gia
mao, V&i tan  suat
khong thuong Xxuyén
nhung van tiép tuc
duoc phat trién. Xuat
hién tr dau thang
01/2018, Meltdown
va Specter la hai
phwong phap tan



Conficker
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149.93.100.83
149.93.123.143
149.93.131.229
149.93.132.110
149.93.138.146
149.93.149.250
149.93.154.218
149.93.155.237
149.93.16.132
149.93.16.142
149.93.170.119
149.93.173.38
149.93.179.14
149.93.179.249
149.93.180.45
149.93.184.113
149.93.196.247
149.93.2.46

149.93.20.179
149.93.203.187

cong qua kénh méi
nham vao bo vi xir ly
hién dai va duoc cho
la anh huong dén
hang ty thiét bi. Day
la cac 16 hong & cap
CPU, cho phép céc
ung dung doc hai
truy cap vao dir liéu
khi dang duoc xur ly,
bao gom mat khau,
anh, tai liéu, email va
nhitng tha tuong tu.
Ma doc  Smoke
Loader dac biét hoat
déng manh trong sudt
nam 2018 véi nhiéu
chién dich phat tan
Smoke Loader qua
cac ban va 16i gia
mao danh cho 16
hong Meltdown va
Spectre.

- Thoi gian phét hién:
tur thang 10/2008.

- Loi dung 15 hong
ci (MS 08-067), da
c0O ban va bao mat.

- Muyc tiéu: Nhim
vao hé diéu hanh
Microsoft Windows.
Khi ma doc nay lay
nhiém vao mot may
tinh, thi may tinh nay
tham gia vao mang
botnet va cd thé bi
diéu khién dé gui thu
rac (spam) va tan
cong cac hé théng



12

4b998.bmakemegood24.com
axr.lukki6nd2kdnc.info
bdd.f5ds1jkkk4d.info
blog.informlongung.info
businecessity.com
dddrbcash.net
dyfa.lukkiénd2kdnc.info
gyi.fodsljkkk4d.info
jengg.lukkiénd2kdnc.info
jlw.lukkiénd2kdnc.info
jwyo.f5ds1jkkk4d.info
kukutrustnet666.info
mdagk.f5ds1jkkk4d.info
mim.lukkiénd2kdnc.info
opxp.fsdsljkkk4d.info
gdxc.lukkiénd2kdnc.info
rgkh.f5ds1jkkk4d.info
rvj.lukkiénd2kdnc.info
trfqi.f5dsljkkk4d.info
vawp.lukkiénd2kdnc.info

Sality (KuKu)

khac.

- Thoi gian phét
hién: lan dau tién bi
phat hién vao
04/6/2003.

- Tan cbng vao céc
may tinh st dung hé
dieu hanh Windows,

- Thoi diém Sality 1a
mot ma doc lay
nhiém vao hé thong
qua cac doan ma
chén vao dau tap tin
host d& m¢d cta hau
va lay trom thong tin
ban phim. Pén nim
2010 xuat hién bién
thé Sality nguy hiém
hon va tr¢ thanh mot
trong nhitng dong ma
doc phuc tap va nguy
hiém nhét d6i voi an
toan cua hé théng.
May tinh bi nhiém
ma doc sé tro thanh
mot diém trong mang
ngang hang dé tiép
tuc phat tan ma doc
sang cac may tinh
khac. Sality chu yéu
dé phat tan thu rac,
tao ra cac proxy, an
cap thong tin ca
nhan, lay nhiém vao
cac may chu web dé
bién cac may chu nay
thanh may cha diéu
khién ctia  mang
botnet dé tiép tuc mo
rong mang botnet.
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