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UBND TINH BQNG NAI CONG HOA XA HOQI CHU NGHIA VIET NAM
SOY TE Poc lap - Tw do - Hanh phiic
sé: 9400 ;syT-vp Déng Nai, ngay 0% thang 11 neim 2021

V/v trién khai Cong van s&
3140/STTTT-CNTTVT ngay
02/11/2021 cua S& Thong tin va
Truyén thong.

Kinh gtri: Giam dbc, Tha trudng cac don vi truc thude.

S& Y té nhan duoc Cong van sé 3140/STTTT-CNTTVT ngay 02/11/2021
ctia S& Thong tin va Truyén théng vé viéc 16 hdng bao mat anh hudng cao va
nghiém trong trong céc san phdm Microsoft (dinh kém Cong van).

Giam dbc So Y té€ d& nghi Gidm dbc, Thu trudng cac don vi truc thude chi
dao céc td chirc, c4 nhan phu trach vé cbng nghé thong tin cta don vi td chirc
trién khai thuc hién ndi dung Coéng vin sb 3140/STTTT-CNTTVT ngay
02/11/2021 ctia S& Théng tin va Truyén théng.

Pé nghi Giam ddc, Tha trudng cac don vi truc thude trién khai thuc hién
theo su chi dao./. Y%

v

Noi nhan:
- Nhu trén;
- Lwu: VT,VP.
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UBND TINH DPONG NAI CONG HOA XA HQI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Doc 14p - Tw do - Hanh phiic
Sé: 3140 /STTTT-CNTTVT Déng Nai, ngay 2 théng 11 ndm 2021

V/v 16 héng bao mit dnh hudng cao va
nghi€m trong trong cdc san phim
Microsoft

Kinh gtri:
- Céc co quan dang, nha nudc trén dia ban tinh;
- Céc td chitc chinh tri - x4 hoi thude dia ban tinh.

S& Théng tin va Truyén thdng nhin d’qqc van ban 1411/CATTT-NCSC
ngay 14/10/2021 ctia Cuc An toan thong tin vé viéc 16 hong bao mat anh hudng
cao va nghiém trong trong cdc san pham Microsoft.

- L5 hdng bao mat CVE-2021-26427 trong Microsoft Exchange Server: L
héng nay dugc coi 14 it c6 kha nang bi khai thée, nhung vAn c6 thé cho phép ddi
twong tan cong thuc thi ma tir xa trén mdy chi muc tiéu. Diéu nay cho théy,
Exchange Server van 1a muc tidu hang du ciia cic nhém tin cdng cé chu dich
(APT) tir thang 3/2021 dén nay va c6 nhidu cach khai thac ma ké tin cong c6 thé
tan dung. Trung tAm Gidm sét an toan khdng gian mang quéc gia (NCSC), Cuc
An toan théng tin cfing d4 dac biét nhén manh tAm anh hudng ciia Exchange
Server thdng qua nhiéu vin ban canh béo rong rai vé cac 15 héng bao mat trong
Exchange Server truge day.

- L3 hdng bao mat CVE-2021-40486 trong Microsoft Word: L8 héng cé
diém CVSS: 7.8 (cao) cho phép doi turong tan cong thuc thi ma tr xa ma khéng
can xéc thue, tir 6 ¢6 thé hoan toan chiém quyén truy cip hé thong muc tiéu.

- L8 héng bao méat CVE-2021-40469 trong Windows DNS Server: L3 héng
c6 diém CVSS: 7.8 (cao), anh hudng dén céc phién ban khéc nhau ciia Windows
7/8.1/10. D& khai thac 18 hdng nay, dbi tuong tAn cdng cin xé4c thuc dé thuc th
mA tir xa. - 05 18 héng bao mat (CVE-2021-40471, CVE-202 1-40473, CVE-2021-
40474, CVE-2021-40479, CVE-2021-40485) trong Microsoft Excel: ¢6 diém
CVSS: 7.8 (cao), cho phép @di trong tén cong thuc thi mA tir xa.

- L3 héng bao mat CVE-2021-40465 trong Windows Text Shaping: 1.5
héng c6 diém CVSS: 7.8 (cao) cho phép @i trong tén cong thuc thi ma tir xa ma
khong can xéc thuc.

- L hong béo mat CVE-2021-41342 trong Windows MSHTML: L3 héng
c6 diém CVSS: 6.8 (cao) cho phép doi tugng tn coéng thuc thi mA tir xa.
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- L8 hdng bao mat CVE-2021-36970 trong Windows Print Spooler: L
hdng c6 diém CVSS: 8.8 (cao) cho phép d6i twong tin cong thuc hién tin cdng
gia mao.

- 02 15 hdng bao mat (CVE-2021-40461 va CVE-2021- 38672) trong
Windows Hyper-V: Cac 18 hdng nay cho phép dbi tuong tan cong thuc thi ma tir

" xa, gy 16i cap phat bd nhé tir d6 c6 thé doc bd nhé trong cia may chil.

Nhim dam béo an toan thong tin cho hé théng thong tin ctia Quy don vi,
gbp phan bao dam bao an toan cho khéng gian mang Viét Nam, S& Thong tin va
Truyén thong khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soét, xac dinh may sir dung hé diéu hanh Windows cé kha
nang bi anh huéng. Thuc hién cap nhat ban vé kip thoi ¢ tranh nguy co bi tén
céng (tham khao thong tin tai phu luc kém theo).

2. Tang cudng gidm s4t va san sang phuong an xtr Iy khi phat hién c6 dau
hiéu bi khai thac, tAn cong mang; déng thot thuong xuyén theo doi kénh canh bao
clia cac co quan chirc nang va céc té chirc 16n vé an toan thong tin dé phaét hién
kip thoi cac nguy co tn cdng mang.

Trong trudng hop can thiét c6 thé lién hé dau méi hd tro cia Cuc An toan
thdng tin: Trung tdm Gidm sat an toan khong gian mang qudc gia NCSC), Cuc
An toan thong tin dién thoai 024.32091616, thu dién ti: ais@mic.gov.vn; hodc
phong Cong nghé thong tin Vién thdng - S& Thong tin va Truyén thdng, s6 dién
thoai: 0251.8825678. ‘

Tréan trong./.

Dinh kém: Van ban 1411/CATTT-NCSC ngay 14/10/2021 cia Cuc An toan
thong tin vé viéc 16 hong bao mdt anh huong cao va nghiém trong trong cdc san
pham Microsofft.

(Vin ban 1411/CATTT-NCSC tai vé tai muc an toan théng tin mang theo
dia chi http.//stttt. dongnai.gov.vn/Pages/news.aspx? Catld=56).

Noi nhin: KT. GIAM POC
PHO GIAM POC

- Nhu trén;

- Giam déc va PGP Sé;

- Trung tam CNTT&TT;

-Luu: VT, CNTTVT, TienLHV.

Vo6 Hoang Khai
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