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5640 %syT-vp Bidng N, nein 0 théng 11 nim 2020

V/v trién khai Cong van sb
3179/STTTT-CNTTVT ngay
04/11/2020 cta S¢ Thong tin va
Truyén théng.

Kinh gtri: Giam dbc, Tha trudng céac don vi truc thudc.

S& Y té Pong Nai nhan dugc Cong van s6 3179/STTTT-CNTTVT ngay
04/11/2020 cua S& Thong tin va Truyen thong vé viéc nguy co tan cong vao cac
co quan t6 chtrc qua 16 hong trong Oracle Weblogic (Dink kém Cong van).

Giam dbc S& Y té dé nghi Giam dbc, Thi trudng cic don vi truc thudc chi
dao céc tb chirc, c4 nhan phu trach vé cong nghé thong tin cua don vi td chirc
trién khai thuc hién noéi dung Coéng vin s6 3179/STTTT-CNTTVT ngiy
04/11/2020 ctia S& Thong tin va Truyén thong.

Pé nghi Gidm ddc, Thu trudng cac don vi truc thudc trién khai thuc hién
theo su chi dao./.

e

Noi nhan:
- Nhu trén;
- Luu: VT,VP.

Sé 2 - Phan Pinh Phing, phudng Quang Vinh, thanh phé Bién Hoa, tinh Dong Nai
DT: (02513) 942641, Fax: (02513) 847269, Email: syt@dongnai.gov.vn, Website: syt.dongnai.gov.vn



. UBND TINH DONG NAT CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Doc lap - Tw do - Hanh phic

S6:3179 /STTTT-CNTTVT Doéng Nai, ngdy g4 thdng 11 ndm 2020

V/v nguy co tin céng vao c4c co quan tb
chirc qua 16 hong trong Oracle Weblogic

Kinh giti:
- Céc co quan dang, nha nudce trén dia ban tinh;

- C4c t6 chirc chinh tri- x4 hoi thuc dia ban tinh.

Ngay 29/10/2020, Cuc An toan thong tin — B0 Thong tin va Truyen thong cé
vin ban s6 974/CATTT-NCSC vé nguy co tan cong vao c4c co quan td chire qua
16 hong trong Oracle Weblogic. Trong d6 canh bio vé 16 héng CVE-2020-14882
(nghiém trong) trén cic may cht web sir dung Ung dung Oracle Weblogic, 16
héng nay cho phép ddi tugng tn cong vuot qua co ché xéc thuc dé thuc thi céc
doan m 1énh nguy hiém va chiém quyén quan trj hé théng .

Pé dam bao an toan hé thong, nang cao tinh than canh gidc v& nguy co bi tAn
cdng mang, s& Thong tin va Truyén thong d& nghj quy co quan, don vi, dia phuong
nghién ctru céng van ctia Cuc An toan thong tin, trién khai quyét liét cac khuyén
nghi tai van ban s 974/CATTT-NCSC.

Trong qué trinh thuc hién néu can hd trg ¢6 thé lién hé diu méi hd trg cla
Cuc An toan thong tin: Trung tdm Gidm sét an toan khdng gian mang quoc gia,
dién thoai 02432091616, thu dién tir: ais@mic.gov.vn; hoic phong Cong nghé
théng tin Vién théng — S& Théng tin va Truyén théng, sb dién thoai:
0251.8825678

Trén trong./.

Dinh kém: Vin ban so6 974/CA TTT-NCSC ngay 29/10/2020 ciia Cuc An toan
théng tin — Bé Théng tin va Truyén thng vé nguy co tdn céng vao cdc co quan t6
chitc qua 16 hong trong Oracle Weblogic.

Il KT. GIAM POC
- Nhur trén; z ’ .
- Giam déc va PGP S&; PHO GIAM POC

- Trung tdim CNTT&TT;
- Luu: VT, CNTTVT, TanNM.

Vo Hoang Khai

S6 01, dudng 30/4, phuomg Thanh Binh, TP Bién Hoa, tinh Ddng Nai
TEL: (0251) 8825678 — Website: http://stttt.dongnai.gov.vn



BO THONG TIN VA TRUYEN THONG  CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Poc lap - Tir do - Hanh phiic

S6: 974 /CATTT-NCSC ” Ha Ngi, ngay 29thdng 70ndm 2020
V/v nguy co tan cdng vao céac co quan to
chirc qua 16 hong trong Oracle Weblogic
Kinh gtri:

- Pon vi chuyén trach vé CNTT c4c bg, co quan ngang bd,
co quan thudc Chinh phu;
- S& Thong tin va Truyén théng cic tinh, thanh phd truc
thudc Trung vong;
- Céc Tap doan, Téng cong ty nha nuédc; Cac Ngén hang
TMCP; Céc t6 chitc tai chinh;
- Hé théng céc don vi chuyén trach vé an toan thong tin.

Trong thoi gian gan day Oracle da cong bd nhiéu 16 hdng, trong d6 c6 16
héng CVE-2020-14882 (nghiém trong) trén cidc méy chu web sit dung ing
dung Oracle Weblogic, 15 héng nay cho phép dbi tugng tAn cong vuot qua cd
ché xé4c thuc dé thuc thi cc doan md 1énh nguy hiém va chiém quyén quan tri hé
théng.

Theo danh gi4 so bg, 16 hdng nay c6 thé anh huéng dén nhiéu co quan, tb
chttc & Viét Nam, dic biét 1a co quan chinh phu, ngén hang, td chirc tai chinh,
tap doan, doanh nghiép va cdc cong ty 16n. C6 hang trdm hé thng thong tin cia
Viét Nam sir dung tng dung nay va dang cong khai trén Internet, day chinh la
nhitng hé théng c6 kha ning bi khai thac dau tién.

Ngay 28/10/2020 qua cdng tac theo doi, gidm sat an toan thong tin, Trung
tAm Gidm sat an toan khong gian mang quéc gia, Cuc An toan théng tin phat
hién c6 mot s6 mé khai thac da cong khai trén Internet. Nhitng mé khai thac nay
c6 thé sir dung dé tdn cong vao méy chii web bi anh hudng, qua d6 kiém soat hé
théng thong tin cia cic co quan t6 chirc.

Hién tai, mot s6 nhém chuyén thuc hién tAn cong APT co dAu hiéu tan
dung 156 héng nay dé tAn cong sau vao hé théng thong tin clia cdc co quan tb
chirc. Nhim dam bao an toan thdng tin cho hé théng thong tin cia quy don vi,

g6p phan bao dam an toan cho khong gian mang Viét Nam, Cuc An toan thong



tin yéu cu don vi trién khai quyét liét mot sb khuyén nghi sau:

1. Kiém tra, ra so4t cic may chu web c6 st dung Oracle Weblogic dé phat
hién va xir Iy kip thoi nguy co tin cong thong qua 16 héng nay. Trong trudng
hop d3 c6 ddu hiéu tAn cong can thuc hién ra soat toan bd may chi va hé théng
lién quan dé phat hién va loai bo cac tap tin doc hai, m& déc ma ddi tuong tin
cong dé lai trén hé thdng.

2. Cap nhét ban v4 16 hdng bao mat cho tung dung. Trong trudng hop chua
thé cap nhét ban va cén trién khai céc bién phap dé han ché, ngéan chéan viéc khai
thac 16 hong.

3.Trong trudng hop can thiét c6 thé lién hé dau méi hd tro cia Cuc An
toan thong tin: Trung tdm Gidm sat an toan khong gian mang quéc gia (NCSOQ),
dién thoai: 02432091616, thu dién ti: ais@mic.gov.vn.

Trén trong./.

Noi nhén: KT. CUC TRUONG

- Nhu trén; PHO CUC TRUONG
- B§ trudng (dé b/c); ,

- Thir truéng Pham Anh Tuén (d€ b/c);

- Cuc trudng (dé b/c); Ky béi: Cyc An todn thong tin

Co quan: B§ Théng tin va Truyén thong
Thén gian ky: 29/10/2020 18:31:17

- PCT Nguyén Khéc Lich;
- Luu: VT, NCSC.



Phulue
Théng tin vé 10 hong
(kém theo Céng van so /CATTT-NCSC ngay / /2020)

1. Thong tin chung

- M4 16i: CVE-2020-14882

- Pidm CVSS: 9.8 (Nghiém trong)

- Anh huodng: Oracle WebLogic Server phién ban 10.3.6.0.0, 12.1.3.0.0,
12.2.1.3.0,12.2.1.4.0, 14.1.1.0.0.

- Pé khai thac 15 héng, dbi tuong tn cong chi can giri mot yéu cau GET
(trong d6 c6 cac doan ma 1énh doc hai) dén hé théng 13 ¢6 thé thuc thi céc 1énh
nay trén hé théng va c6 thé chiém quyén didu khién hé théng.

2. Huwéng dan xir Iy 16 hong

- Cap nhét ban vé cho ing dung.

- Trong trudng hop chua thé cap nhat ban va thi c6 thé thuc hién mot sb
bién phap dé han ché tan cong:

+ Chin truy cap dén cdng tmg dung (mc dinh 12 7001)

+ Chan céc request doc hai trén twong lira Ung dung web. Poan code dé

vuot qua x4c thuc “%252E%252E %252F”.
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