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SOYTE Doc lap - Tu do - Hanh phuce
$6:4390 /SYT-VP Pong Nai, ngayld L thang 02 nam 2022

V/v trién khai thuc hién Coéng van sb
106/CNTT-YTDT va 109/CNTT-
YTDT ngay 18/02/2022 cia Cuc

CNTT B3 Y t.

Kinh giri: Giam dbc, Thu truéng cac don vi truc thude.

Thuc hién Cong van sb 106/CNTT-YTDT ngay 18/02/2022 vé viéc 16 hong
bao mat CVE-2021-4034 trong Polkit pkexec anh huéng nghiém trong dén hé
diéu hanh Linux va Cong van s& 109/CNTT-YTDT ngay 18/02/2022 veé viéc 16
héng bio mat anh hudng cao va nghi€m trong trong cac san pham Microsoft
cong bd thang 02/2022 cua Cuc Cong nghé thong tin B6 Y té (dinh kem Céng
van).

Giam dbc S& Y té dé nghi Giam doc Thu trudng cac don vi truc thude chi
dao céc t chirc, cd nhan phuy trach vé cong nghé thong tin cua don vi to chue
trién khai thuc hién ndi dung Cong van s6 106/CNTT-YTDT va Cong van sd
109/CNTT-YTDT ngay 18/02/2022 ctiia Cuc Cong nghé thong tin BO Y té.

Pé nghi Gidm ddc, Thu truéng cac don vi truc thude trién khai thuc hién

theo su chi dao./.
-

Noi nhin: GIAM POC
- Nhu trén;
- Luu: VT,VP.

S 2 - Phan Dinh Phung, phuong Quang Vinh, thanh ph6 Bién Hoa, tinh Dong Nai
DT: (02513) 942641, Fax: (02513) 847269, Email: syt@dongnai.gov.vn, Website: syt.dongnai.gov.vn




. BOYTE CONG HOA XA HQOI CHU NGHIA VIET NAM
CUC CONG NGHE THONG TIN Poc 14p — Tu do — Hanh phiic

S6: 106 /CNTT- YTDT Ha Néi, ngay 18 thang 02nam 2022
V/v 18 hdng bao mat CVE 2021-4034
trong Polkit pkexec ‘anh huéng
nghiém trong dén he diéu hanh Linux

Kjﬁh gui:
Vu, Ciie, Téng cuc, Van phong Bo, Thanh tra B0;

/ Céc don vi truc thudc Bd Y té;
Céc So Y té.
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g" Cuc Codng ngh¢ thong tin nhan duoc cong van 144 /CATTT-NCSC ngay
27/01/2022 cia Cuc An toan thong tin vé 1§ héng bao mat CVE-2021-4034
5 'trong Polkit pkexec anh huéng nghiém trong dén hé didu hanh Linux.

Nhim dam béo an toan thong tin cho hé théng thong tin cta Quy don vi,
Cuc Cdng nghé thong tin tran trong dé nghi Quy don vi:

1. Kiém tra, ra soét, xac dinh cac hé thng thong tin str dung hé diéu hanh
Linux c6 kha ndng bi anh hudng. Thuc hién cip nhéat ban va kip thoi dé tranh
nguy co bi tAn céng trong trudng hop chua thé cap nhat ban va can thuc hién cac
buéc khic phuc thay thé dé giam thiéu nguy co bi tAn cong (tham khéo thong tin
tai phu luc kém theo).

2. Ra soét, giam sat cdc ddu hiéu lién quan dén céc hanh vi khai thac 18
héng nay trén toan bd hé thong thong tin dé phat hién va xu Iy kip thoi cac ddu
hiéu tin cong mang; dong thoi thuong xuyén theo ddi kénh canh bao cia céc co
quan chirc ning va cdc td chirc 16n vé an toan thong tin dé phat hién kip thoi cac
nguy co tin cong mang.

Trong trudng hop can thiét, Quy Pon vi lién hé Trung tdm Dit lidu y té,
Cuc Cong nghé théng tin, BO Y té (ThS. Hoang Pang Tri, dién thoai:
0987772483; Email: trihd.cntt@moh.gov.vn) dé duoc hd tro.

Trén trong./.

Noinhin: CUC TRUONG
- Nhu trén; ; F
- Trung tdm D liéu y té (dé thuc hién); / % "'“"““*w«,;
- Luu: VT, CNTT. / C I »
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BOY TE CONG HOA XA HOI CHU NGHIA VIET NAM
CUC CONG NGHE THONG TIN DPoc lap — Tw do — Hanh phiic

THONG TIN LO HONG BAO MAT
(Kem theo Céng vin s6 106 /CNTT-YTPT ngay 18 /02/2022
cuia Cuc Cong nghé théng tin )
1.\.\Tﬁ:ang tin 16 hong bao mat
~CVSS: 7.8 (cao)
- M5 ta: L3 hong tdn tai trong pkexec ciia polkit, cho phép ddi tuong tin
cﬁgg thuc hién tdn cong leo thang dic quyén véi mét tai khoan nguoi ding bat
k.
- Anh hwéng: Red Hat Enterprise Linux 6/7/8, Red Hat Virtualization 4,
cac cAu hinh mic dinh trén Ubuntu, Debian, Fedora va CentOS,....
2. Hwéng din khic phuc
Bién phap tét nhit dé khic phuc 14 cap nhét ban va cho 15 hdng bao mat néi
trén. Tuy nhién trong trudng hop chua thé cap nhat, Quy don vi co thé thuc hién
céc budc khic phuc thay thé nhu sau:
Pé6i v6i hé didu hanh Red Hat
Budc 1: Cai dat required systemtap packages va dependencies
https://access.redhat.com/solutions/5441.
Budéc 2: Cai dit thong tin g& 16i polkit

debuginfo-install polkit

Budce 3: Tao script systemtap va dat tén 1a pkexec-block.stp

probe process("/usr/bin/pkexec").function("main") {
if (cmdline_arg(1)=="")
raise(9);

}

Budce 4: Tai systemtap module vao kernel dang chay

stap -g -F -m stap_pkexec_block pkexec block.stp

Budc 5: Kiém tra dam bao module da duoc tai vao kernel

Ismod | grep -1 stap_pkexec block
stap_pkexec block 434176 0




Budce 6: Sau khi polkit package da dugc cap nhat 1én phién ban da co
chura ban v4, systemtap generated kernel module c6 thé x6a bang cach chay

rmmod stap _pk-exec block

Luu y: Cac! buorc giam thiéu nay khong duoc ap dung déi véi hé théng c6
st dung Secure Boot.

Doi v0’1 cac ban phan phdi Linux khac
Co. the thuc hién biang cach bo quyén suid véi /usr/bin/pkexec bang céch

thuc h1§n cau lénh sau vé6i quyén root
|’ chmod 0755 /usr/bin/pkexec
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153 chmod u-s /usr/bin/pkexec

& s

Luu y: Viéc nay c6 thé khién cho hé diéu hanh co thé hoat dong khong
nhu mong muén.

3. Tai liéu tham khao

https://blog.qualys.com/vulnerabilities-threat-
research/2022/01/25/pwnkit-local-privilege-escalation-vulnerability-discovered-
in-polkits-pkexec-cve-2021-4034

https://access.redhat.com/security/vulnerabilities/RHSB-2022-001




~ BOYTE CONG HOA XA HOI CHU NGHIA VIET NAM
CUC CONG NGHE THONG TIN Doc lap — Tw do — Hanh phiic

Sb: 109 /CNTT- YIBT Ha Noi, ngay 18 thdang 02 nam 2022
V/v 16 hdng bao mat anh hudng cao
va nghiém trong tr ong ‘cac san pham
Microsoft cong bo ) thang 02/2022

Kmh gui:
87 - Vu, Cuc, Téng cuc, Van phong B9, Thanh tra BJ;

Céac don vi truc thudc Bo Y té;
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v Céc S& Y té.

:§\ Cuc Cong nghé thong tin nhén duorc céng van 163 /CATTT-NCSC ngay
09/02/2022 ctia Cuc An toan thong tin vé 15 hdng bao mat anh hudéng cao va
wnghlem trong trong cic san phdm Microsoft céng bd thang 02/2022.

Ngay 08/02/2022, Microsoft da phat hanh danh sach ban va thang 02 véi
48 15 hong bao mat trong cac san phdm ctia minh. Ban phat hanh thang nay dic
biét dang chu ¥ cac 15 hdng bao mat c6 mirc anh hudng cao sau:

- L3 hdng bao mat CVE-2022-22005 trong Sharepoint Server 2013-2019 cho
phép ddi twong tin cong thuc thi ma tir xa vai tai khoan xac thuce hop 1.

- L3 héng bao mat CVE-2022-21989 trong Windows Kernel cho phép dbi
twong tin cong thue hién tin céng nang cao dic quyén.

- L3 héng bao mat CVE-2022-21984 trong DNS Server cho phép d6i twong
t4n cong thuc thi mA tir xa.

- L3 hong bao mat CVE-2022-21995 trong Windows Hyper-V cho phép dbi
tuong tAn cong da xac thuc trén may khach Hyper-V c6 thé thuc thi m3 tir xa trén
may chu Hyper-V.

- 02 16 hdng bao mat CVE-2022-22718, CVE-2022-21999 trong Windows
Print Spooler cho phép ddi tugng tdn céng thuc hién tdn céng nang cao dic quyén.

-0216 héng bao mat CVE-2022-22000, CVE-2022-21981 trong Windows
Common Log File System Driver cho phép déi tugng tin cong thuc hién tin céng
nang cao dac quyén.

- L& héng bao mat CVE-2022-21996 trong Windows32k cho phép ddi

tugng tan cong thuc hién tan cong nang cao ddc quyén.



- L6 hong bao mat CVE-2022-22715 trong Named Pipe File System cho
phép dbi twong tan cong thuc hién tAn cong ning cao dic quyén.

Théng tin chi tiét-cdc 16 hong bdao mdt c6 tai phu luc kém theo

Nhim dam béi’)'\‘an toan thong tin cho hé théng thong tin ctia Quy don vi,
Cuc Cong nghé thong tin tran trong dé nghi Quy don vi:

1. Kiém tra ra soat, xac dinh may sir dung hé diéu hanh Windows c6 kha
nang bi anh‘_v_bu’ong. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tAn
cong (thanf‘fkhéo thong tin tai phu luc kém theo).

25 Tang cudng gidm sat va san sang phuong 4n xi ly khi phat hién c6
dau hleu bi khai théc, tAn cong mang; dong thoi thuong xuyén theo doi kénh canh
bao clia cdc co quan chirc ning va céc to chirc 16n vé an toan thong tin dé phat
& hlen kip thoi cac nguy co thn cdng mang.

Trong trudng hop can thiét, Quy Pon vi lién hé Trung tim Di liéu y té,
Cuc Cong nghé thong tin, BO Y té (ThS. Hoang Pang Tri, dién thoai:
0987772483; Email: trihd.cntt@moh.gov.vn) dé duoc h tro.

Tréan trong./.

Noi nhan: CUC TRUONG
- Nhu trén; <
- Trung tdm Dit liu y té (dé thuc hién);
- Luu: VT, CNTT.




BOYTE CONG HOA XA HOQI CHU NGHIA VIET NAM
CUC CONG NGHE THONG TIN Poc lap — Tw do — Hanh phuc

» THONG TIN LO HONG BAO MAT
(Kém theéo Cong vin sé 109 /CNTT-YTDT ngay 18 /02/2022

F

cuia Cuc Céng nghé thong tin )

1. Thong tin 16 hong bio mat
S

STT|~  CVE M3 ta Link tham khao
T - Diém CVSS: 8.8 (cao)

- L3 héng trong Microsoft

& Sharquint Serve;, cho

phép d_él E“"-T“g tan cong https://msrc.microsoft.

1 | CVE-2022-22005 | thuc thi ma tir xa. com/update-guide/en-

- Anh huéng: Microsoft | (jg/yylnerability/CVE-
SharePoint Server 2019, 2022-22005

SharePoint Enterprise
Server 2013/2016.

- Piém CVSS: 7.8 (cao)
- L5 hong trong Microsoft
Kernel, cho phép doi .
twong tAn cong thuc hién https://msrc.microsoft.
tAn cong nang cao dic [com/update-guide/en-
CVE-2022-21989 quyén. US/vulnerability/CVE-
2 - Anh huong: Windows 2022-21989
Server
2022/2019/2016/2012/20
- 08, Windows
11/10/8.1/7.

- Piém CVSS: 8.8 (cao)
- L3 héng trong Windows
DNS Server, cho phép déi
tuong tin cong thuc thi [https://msrc.microsoft.
3 ma tir xa. com/update-
CVE-2022-21984 | . Anh huéng: Windows |guide/vulnerability/CV
-10/11, Windows ServerE-2022-21984

2022.
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CVE-2022-21995

- Diém CVSS: 7.9 (cao)

- L6 héng trong Windows
Hyper-V, cho phép déi
tugng tin cong thuc thi
ma tur xa.

- Anh huéng: Windows
10/11, Windows Server
-2022/2019/2016.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-21995
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CVE-2022-22718

- Piém CVSS: 7.8 (cao)

- L3 hong trong Windows

Print Sooler, cho phép dbi

tuong tn cong thuc hién

tdn cong ning cao dic
quyén.

-Anh huéng: Windows
Server
2022/2016/2012/2008,
Windows 11/10/8.1/7.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-22718

CVE-2022-22000

- Piém CVSS: 7.8 (cao)
- L3 héng trong Windows
Common Log  File
System Driver, cho phép
dbi tuong tdn cong thuc
hién tin cong ning cao
dic quyén, da c6 ma khai
thac thanh cong duogc s
dung trong TianfuCup.
- Anh huéng: Windows
Server
2022/2019/2016/2012/20
- 08, Windows
11/10/8.1/7.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-22000

CVE-2022-21999

- Biém CVSS: 7.8 (cao)

- L3 héng trong Windows

Print Sooler, cho phép ddi

twong tan cong thuc hién

tdn cong nang cao dic

quyén, di c6 ma khai thac

thanh cong dugc st dung

trong TianfuCup.

- Anh huéng: Windows
Server
2022/2016/2012/2008,

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-21999

Windows 11/10/8.1/7.




CVE-2022:21981

- Piém CVSS: 7.8 (cao)
- L héng trong Windows
Common Log File
System Driver, cho phép
ddi tuong tin cong thuc
hién tdn coéng ning cao
dac quyén, da c6 ma khai
- thac thanh cdng duoc su
dung trong TianfuCup.
-Anh hudéng: Windows
Server 2019/2012/2008,
Windows 11/10/8.1/7.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-21981
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CVE-2022-21996

- Piém CVSS: 7.8 (cao)

- L3 hdéng trong
Windows32k, cho phép
d6i tugng tin cong thuc
hién tin cbng ning cao
dac quyén, da c6 ma khai
thac thanh cong dugc su
dung trong TianfuCup.

- Anh huéng: Windows

11.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-21996
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CVE-2022-22715

- Piém CVSS: 7.8 (cao)

- L8 héng trong Named
Pipe File System, cho
phép d6i tuong tin cong
thuc hién tin cdng nang
cao dic quyén, di c6 ma
khai thac thanh cong duoc
st dung trong TianfuCup.
- Anh huéng: Windows
-11/10, Windows Server

2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-22715

2. Huémg dén khic phuc
Bién phap tét nhit dé khic phuc 13 cip nhét ban va cho cac 15 hdng bao
mat néi trén theo huéng din ctia hing. Quy don vi tham khao cac ban cép nhat
phil hop cho céc san phiam dang st dung tai link ngudn tham khao tai muc 1
cua phu luc.
3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2022/2/8/the-february2022-

security-update-review
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