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VAN BAN DIEN T

) : . Kinh giri: Gidm déc, Thu truéng céc don vi true thude.
KHONG GOI VAN BAN GIAY

Thue hién Cong vin sé 222/CNTT-THDL ngay 24/4/2018 ciia Cuc Coéng
ngh¢ théng tin vé viéc canh bao 15 hong an toan théng tin hé quan trj ndi dung
Drupal (@inh kém Céng van). ‘

Gidm déc S& Y t yéu cdu Gidm déc, Thu trudng cac don vi truc thude chi
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dao céac td chirc, ca nhan cua don vi minh phu trich vé cong ngh¢ thong tin
duoc biét va thyuc hién theo dung cic ndi dung chi dao cua cong vin,

Yéu ciu Giam dbc, Thi trudng cac don vij truc thube trién khai thuc hién
theo su chi dao, trong qua trinh thye hién c6 khé khin vuéng méc lién hé véi

Cuc Cong nghé¢ thong tin - B Y té dé dugc hé trg./.
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BOYTE CONG HOA XA HOI CHU NGHIA VIET NAM
cuc C.NG:NGHE THONGTIN Bgc Iap ~Twr do ~ Hgnh phuc
§: 222 /IONTT-THDL Ha Ngi, ng&y,zhzha"ngﬁ néim 2018
Viv cink bég_ 18 h&ng an toan thong tin '
hg qué.n tri ndi dung Drupal
Kfnh_g&i

- Téng Cyic Dén sé-KHHGD, Vin phong B, Tharth tra Bé vacdc
Vy, Cucthudc B3 Y té;

- Céc don vi tryre. thuoc B8Y té
- 8&Y té céc tinh, think phd true thuoc Trung uong,

Cén ctr Céng vin s6 109/VNCERT-KTHT&GS clia Trung tim trng ciru
khén cp May tinh Viét Nam ngdy 24/4/2018 v& viéc canh béo 15 hong an toan .
‘théng tin. hé quan trj néi dung Drupal, Cyc Cong nghé thong tin d& ng}:u cac don
vi kiém tra dé phat hién va xir Iy trist &e 0215 hong an toan thong tin. &6i véi cédc
‘website 6 sir dung Hg quan tri noi dung Drupal (Drupal CMS) theo md ta va
huéng dan duéi day.

1. L3 h_o.ng Drupal cho phép thue thi cdc Iénh ditu khién tirxa trai
phép (Remote Code Execution)

1.1 Ma 15i guic té: CVE-2018-7600 hosic SA-CORE-2018-002

1.2 Mire dp nghiém trong: Nghiém trong

Mu‘c 48 nguy hiém la nghiém trong do;

+ Khi khax thic thanh cong, tin tic s& d& ding cai dat cac phan mém. mé
déc, phin mém khai théc, phan mém didu khién trai phép todn quyen diédu khxen
hé théng, sy

+ Ky thudt khai théc rat dé thyc men khéng yéu céu bat cuf dleu Iﬂen gr- Eo .
kém thém. v T

+ Kho;ng*yeu ciu quyén truy cdp h@' théng,
+ C6 thé sira v x6a i ligu.
+ May tinh bj khai thic ¢6 thé. tra* thanh ban dap khai thdc cdce may nnh '
khéc trong cling ving mang. :
' 1.3 Thoi diém cong bé Io Imng 28!3/2018
1.4 Thoi diém cong b8 mi khai thic: 13/4/2018 mdt & webiste d& cong' :
bb ma kha1 théc thi diém 15 héng.

L5 M3 ti anh lmng cho phép tin tic tin cOng tlr xa, tai t€p tin trai phép,
thay i glao dién viv.., 16 hbng tdn tai trén nhlcu phién ban khéc nhau clia Drupal 2o

xem chi $iét trong phan gidi phép xir Iy sy ¢d.

‘[.




Hién nay anh huong trén dién rong d c6 mot sé hacker khai thic lo hong
Drupal & phuc vu dao tidn o.

1.6.Gidi phdp xit Iy

1. Cap nhét Drupal

Drupal 43 cung cip kha ddy du céc ban vd va xir 1y 16i che- lo hcmg C’VE- ’
201 8-7600 hosic SA-CORE-2018-002, quan trj hé théng xem xét xir 1y theo hmmg '

dén dugcténg hop tir Drupal nhu sau:

- Néu st d\mg Drupal 7.x can ning cap phién ban 7.5.8. Trong trudmg hop
khéng nfing cép ngay lip tic thi cai d&t ban v4 link duéi dﬁy
- https:#egit.drupalcode.org/drupal/rawdiff/ ?h=7 x&id= 2266d2,a83db5062f9768°.,
d9%a0 beal 8e2722cbas

- Neu st dung phién ban Drupal 8.5.x thi cip nhét 1én phién ban 8 5.1.

Trong trudng hop khong ning cip ngay lap tirc thi cai dit ban va link duoi day
https:/fe "T?t dru alcode.org/drupal/rawdiff/?h=8.5. x&1d-5a08738fa69“4a0635f

0907d661b509f9a28f
- Néu dang sir dung cdc phién ban Drupal 8.3 hoic 8.4 thi phanh chéng
nang cp Ién phién ban 8.5.1. Trong truong hop khong thé thuc hién thi cd tbe su
.dung hai bién phdp tam thdi sau (tuy nhién céc bién phip nay van con tiém 4n
nhidu riii ro khéc): : :
+ Néu dang sit dung Drupal 8.3.x th1 nang cap 1en phxen ban 8.3.9 vacai

ddt ban va tai duong ddnsauday
https://cgit. drupalcode. org/drupal/rawdiff/?h=8 5. x&ld—Sac8738fa69df34a(3635f |

0907d661b50919a28f
+ Neu dang sir dung Drupal 8.4. X thi ndng cap |én phién ban 8.4, 6 va ca1

| dat ban vétai dudng din sau diy
https://cgit drupalcode.org/drupal/rawdi ff/7H=8. 5 Xx&id=5ac8738fa69df34a0635f

0907d661b509f9a28f
2. Céc gjai phép hé tro khdc
o Thiét 14p thiét bj IPS, tudng lira bio vé 1ép 7 hodc tudng lita bao vé ung
dung web; (Web Apphcauon firewall ) va cap nhat diy dv théng tin a8 ¢6 the ngan,
chiin duge céc tAn cong 16 héng. »
Vi céc thiét bi chira duge nhé san xuft cap nhit kha ning ngén chin tAn
cbng CVE-2018-7600 (hoac SA—CORE-ZOIS-OOZ), thi tham khao. doan ma4 phat
hién tAn ¢bng sau duoc viét cho phin mém phat hién xam nhép ngudn m& Snort:
alert http SEXTERNAL NET any -> $HOME NET $HTTP PORTS
{msg:"Drupalgeddon2  (CVE-2018-7600)";  flow: to_server,established;
content:"POST"; http_method; content:"markup"; fast pattern; content:
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"fuser/register”; | http_uri;
.pc;:ge:"./(acccss;_callba,cl;c]pr@_rend;ar]la{z,-y_;builder{post___render)/if'; classtype:web-
- application-attack; sid:9000110; rev:1 o

2.L3 hdng thn cong kich ban lién trang (Cross Site Scriptting)

2.1 M@ héi quéc té: SA-CORE-2018-003

2.2 Mire dg nghiém trong: Cao

2.3 Thoi diém cong bé: 18/4/2018

2.4 M5 i dnh huong -

Ung dung CKEditor 13 mét img dung xy dyng trén nén tang Java Script
duge tich hop v6i phan mém Drupal, ng dung ndy da xuit hién 15 héng; cho phép
kha ning khai thc 11 Cross Site Scripting (XSS). L3 héng nay cho phép tin tic
thuc thi cdc XSS théng qua CKEditor khi o6 sir dung Plugin Tmage? (Plugin ndy

2.5 Gidgi phap xit Iy

L. Si&r dung Drupal 8, cin néng cip 1én bin 8.5.2 hodc 8.4,7 ,

2. Sir dung Drupal 7.x, chi bi anh hudng boi 15 hdng trén néu sit dung
CKEditor module 7.x-1.18 hoc CKEditor tir CDN. :

3. Néu cai 4t CKEditor v&i Drupal 7 bing céc phuong thire riéng nhu (sir
dung WYSIWYG module, CKEditor locally) va sir dung céc phién ban CKEditor

tir4.5.11 61 4.9.1, thi can cip nhit thr vién third-party JavaSeript Hbrary-tai-dia
chi https://ckeditor.com/ckeditor-4/download/ TR
 Viéc cap nhat phén mém Drupal cho cdc website/cong théng tin diéntircd
thé dAn dén mot s6 truc tric trong khi dy 14 phan mém ma ngudn mé nénvibch§
tro tir-cong dong va nha sén xut con hian ché. Do d6 cin thir nghiém va nghién
citu k¥ truée khi thye hign céc bién phap cdp nhat cho céc hé théng lom, yéuciu
tinh s&n sang cao.d& han ché rii ro. SR S
Mo thong tin chi tiét va dé nghj hd trg k¥ thust vui long lién hé diu méi
ciia Trung tam Tich hop Dit liéu: Ong Pham Hitu Thao — Phy tréch Phong Hating
va An toan thdng tin; email: thaoph.cntt@moh.

Trén trong./.
Noi nhin:
- Nhur trén;
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