UBND TINH PONG NAI CONG HOA XA HQI CHU NGHIA VIET NAM

SO Y TE Doc 1ap - Tw do - Hanh phiic
$6:9909 /syT-vp Déng Nai, ngayolfthing 9 nam 2017

V/v trién khai thyc hién Céng vin sb
420/CNTT-CSHT ngay 22/9/2017
clia Cuc CNTTBO Y té.

VAN BAN DIEN TU '
KHONG GOI VAN BAN GIfy | Kinh givi: Gidm déc, Thu trudng cc don vi truc thudc.

Thuc hién Céng vin sé 420/CNTT-CSHT ngay 22/9/2017 cia Cuc Céng
ngh¢ thong tin B6 Y € vé viéc gidm sat, ngin chin khén cp hé théng may chi
diéu khién ma doc thn cong c6 chu dich ATP (dink kem Céng van).

Gidm doc 86 Y té yéu ciu Giam déc, Thi trudng cac don vi truc thude chi
dao cic td chirc, c4 nhan cia don vi minh phuy trdch vé céng nghé théng tin
duoc biét va thye hién theo ding céc ndi dung chi dao ctia cong vin.

Yéu ciu Gidam dbc, Tha trudng cac don vi tryc thudc trién khai thue hién
theo sy chi dao, trong qua trinh thyc hién c6 khé khiin vudéng mac lién hé véi
Cuc Cong nghé thong tin - By Y t€ dé duogc hd trg./.
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BQ Y TE CONG HOA XA HQ1 CHU NGHIA VIET NAM

CUC CONG NGHE THONG TIN Péc Ip ~ Ty do — Hanh phic
s6: H20 /ONTT-CSHT Ha Ngi, ngay 29 thang 9 nam 2017
Vi gidm sit, nganichin khin cép hé
théng may chi: diéd khién ma ddc tén
obng c6 childich ATP
Kinh giri:
- Céc Vi, Cuc, Téng cuc, Vin phong B, Thanh tra BG;
- Céc don vj tryc thudc Bo Y té;

'-S0 té céc tinh, thanh phd tryc thude Trung vong.

Cuc Cong nghé thong tin nhn dugc cng van sb 298/VNCERT ~DPUC
ngdy 07/09/2017 cia Trung tdm (ng ctru khin cip mdy tinh Viét Nam - B
Thong tin va Tﬂé;‘uyén thong vé viéc phat hién ra du hiéu cua chién dich tén cong
nhim vao céc hé théng thong tin quan trong tai Viét Nam thong qua viéc phat
tan va diéu khiin ma dgc thn cong c6 chi dich (APT). Ma doc loai nay rét tinh
vi, chung c6 khé ning phét hién cic méi trudmg phan tich ma déc nhém tranh bj
phat hién, dénh cip dir liéu, xam nhdp trai phép, pha hiy hé¢ thdngthéng tin
thong qua cdc mdy chu diéu khién ma doc (C&C Server) dt bén ngoai lanh thé
Viét Nam.

Thyc hién yéu cdu tai cong vin néu trén va dé dam béo toan thong tin
cho cac h¢ théng thong tin trong nganh y té, Cuc Cdng ngh¢ théng tin dé nghi
céc don vj trong nganh y té thyc hién khén cp cic cong viéc sau day:

1. Gidgm sét nghiém ngét, ngan chin két ndi dén cic may chu didu khién
mi doc APT thc#o danh sdch trong phu lyc guri kém;

2. Néu phét hién ma doc cin nhanh chong ¢ lap ving/may va tién hanh
diéu tra, xr ly (¢ai dt lai h¢ diéu hanh néu khong g& bo dugc trigt dé);

3. Cap nht cée ban vé cho hé diéu hanh va phin mém (nhét 12 Microsofi
Office - néu su §§dung). Dic biét cdp nhét cac 16 héng ¢6 CVE:CVE-2012-0158,
CVE-2017-0 19§, MS17-010;

4. Sau kh}i thye hién, dé nghi cdc don vi bdo cdo tinh hinh 18y nhiém va
két qua xir ly (déu ¢6) vé Cyuc Cong nghé thong tin trudc ngay 28 thang 9 nim
2017. :




Trén day 14 loai ma@ doc nguy hiém. Tin tic c6 thé tén ¢Ong leo thang
dic quyén gay ra nhiéu hau qua nghiém trong, Cuc Cong nghé théng tin dé nghi
céc don vj nghiém tic thye hién céc cOng viéc néu {rén.

Qua trinh thyc hién néu cé vuéng mic, dé nghi Quy co quan lién hé voi
Cuc Cong ngh¢ thong tin — BO Y té tai dja chi: 135// Nii Tric. Ba Binh, Ha
N,

Xin trin trong cam on!

Noi nhin: l{'l CUC TRUONG
- Nhy trén:

- Th& trudng L& Quang Cudmg (dé blc),;
- Cye trudng (dé blc);

- Luu: VT, CSHT.
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BOYTE CONG HOA XA HQI CHU NGHIA VIET NAM
CUC CONG NGHE THONG TIN Dée 1ip — Tir do - Henh phic

PHY LYC TH@NG TIN VE DOMAIN VA IP C&C SERVER LIEN QUAN
DEN MA PQC APT
(kem theo cong vin s6 {AYCNTT ~CSHT ngay 92/09/2017)

1. Danh sich uﬁc IP may chi diéu khién ma d9c (C&C Server)

STT ' Djachi IP C&C STT Pjachi IP C&C
1 ]209.58. 179 202 10 | 193.169.245.78
2 1209.58. @[76 46 11 {104.237.218.72
3 188.42.#54‘1 12 121 193.169.245.137
4 166.154.125.145 13 123.227.196.210
5 |176. 22331165.]65 14 123.227.196.210
6 [60.251.2940 15 | 185.157.79.3
7| 103.53.197.202 | 16 |104.237.218.70
8 5&158.1‘}7’7.102 17 162.210.115.97
9 |216.107.152.217
IL Danh sich $n mién may chii d§c hygi ( C&C Server )
STT Tén mién STT Tén mién
1 | hanoi.danagg.dulichovietnam.net 38 |blog.docksugs.org
2 | dalat.dulichovietnam.net 39 |high.expbas.net
3 | hanoi.dulichovietnam.net 40 | images.chinabytes.info
4 | danang.dulichovietnam.net 41 |job.supperpow.com
5 | dalathanoi.dulichovietnam.net 42 | mobile.pagmobiles.info
6 | hanoi.hanokdulichovietnam.net 43 | nsquery.net
7 dauang.danahg,duﬁchovietnam.net 44 |push.relasign.org
8 daiat.hulich}bvietnammet 45 | seri.volveri.net
10 | danang.dalat.dulichovietnam.net 46 |syn.timeizu.net
11 | danang hanpi.dulichovietnam.net | 47 | tonholding.com
12 | dalat.dalat.dulichovietnam.net 48 |update-flashs.com
13 | hanoi.dalat.dulichovietnam.net 49 | vphelp.net
14 | dulichovietham.net 50 |24.datatimes.org
15 | anh.phimhajnhat.net 51 |blog.panggin.org
16 | data.dcsvn.arg 52 | datatimes.org
17 | data.phimnoi.org 53 | emp.gapte.name
18 | dav.thanhnlen.com 54 | gl-appspot.org




19 | home.phimnoi.org 55 | high.vphelp.net

20 | home.vietnamplos.com 56 | imaps.qki6.com

21 | login.phimhainhat.net 57 | lighpress.info

22 | login.phimnoi.org 58 | news.lighpress.info
23 | my.phimhainhat.net 59 |pagmobiles.info

24 | news.phapluats.com 60 |relasign.org

25 | news.vietnannet.com 61 |sslizin0.com

26 | vietnam.phimhainhat.net 62 | teriava.com

27 | tulationeva.com 63 |img.fanspeed.net
28 | vieweva.com 64 | menmin.strezf.com
29 | yii.yiihaol26.net 64 |notjficeva.com

30 | contay.deaftone.com | 65 |paidprefund.org

31 | docksugs.org 66 | share.codehao.net
32 | facebook-cdn.net 67 | static.jg7.org

33 | help.checkonl.org 68 | timeizu.net

34 | icon.torrentart.com 69 | untjtled.po9z.com
35 | volveri.net 70 | zone.apize.net

36 | desvn.org va cic subdomain 71 | Phimnoi.org va cic subdomain
37 | Phimhainhat.net va cdc subdomain

1L Danh sach ma bim (HashMD35)

STT M3 bim - MD5
1 b147314203f74fdda266805cf6184876
2 3975¢3ae679aff3e0d0db5622b6c3 1aS
3 a64264e8721551b0b0140603293¢24¢7
4 4965b96bef1353006008d55¢178¢72h0
5 2¢b51010abeeddec8acc5el 6£2982e8f
6 b5e473936d325b79d463e9f46602254b
7 e58¢41231eebad952¢03038d585¢ecca3
8 9fab515721cel 123e¢065497e6c8541d3
9 0f1d8c4386323 1a3fe86c62894aa48¢e4
10 c¢d718baflec7284769c8f65dadde8bac
11 7a618059557654214a1ba2370a48b887
12 6b44a8f4dcd0802a2¢b6275d973621b2
13 7a95abdf426144aa5305f1a592479aa
14 850172afad42dcfeb87af969f65759a6
15 €27e1759081284db15da140132bbd79f
16 ¢27026fdaadc118b9dac9592a0ea2003
17 4e78b1b95056¢188753a8f79b2a41{0f
18 fla8aadb10a3¢5¢192b6d06d9699¢276
19 58c4d4elaaefedc5493243¢877bbbe74
20 46¢522cbaSce9d837198320644 1bbdsb
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