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| lQ YTE CONG HOA XA H()I CHU NGHTA VIET NAM
CUC CONG NGHE THONG TIM 1»)‘ ‘c la — Han| -

Viv theo 661, ngﬁn chén ket nbi vﬁ xoé céc o _ S R
 tép-tin m ddc thn cong c6-chit dich.

Kmh gui: |

- Téng CucDéns vicéc Vig, Cye, V

= Céc-don vj trye thuge Bo Y 16 |

- 86 16 cac tinh, thinh ph trye thugo Trung vong.
(Sau ddy goi tét la cde donvi)| |

Can cix Cong vén sb 234/VNCERT-KTHT&GS ctia Trung tim Ung ot T
khén cAp May'jtmh Viét Nam ngay 21/7/2018 v& viéc theo doi, ngin chin kétndi

- va xod cdc tp ting andoc tan cdng c6 chii dich véo ngén hang v cdc 16 chite ha

 CancirQuyét dgnh s6 632/QD-TTg ngay 10/5/2017 ctia a Thi tuéng Chinh
phi vé Ban. hanh danh mue linh vyre quan trong cé‘m 1ru tién bdo dam an toan
théng tin mang va hé théng thong tin quan trong qudc gia thi Linh vyc y té la
mbt trong s6 mudi mot linh virc quan trong cin wu tién bdo ddm an toan théng
tin mang. '
Cuc Cong nghé Théng tin dé nghj céc don vi kiém tra dé kip thdi phat
hi¢n va ngin chin cufe t4n cong c6 chit dich (néu c6) theo md ta va hudng dén
dudi day. -
1. Theo dbi va ngan chin két ndi dén cac may chi C&C cé dia chi IP sau:
a) 38.132.124.250
b) 89.249.65.220
2. Ra quét hé théng va X04 céc thu'myc vatap tin_méldi}c‘ ¢0 kich thude
tuong Umg: -
a) syschk.psl (318 KB (326,224 bytes))
- MD35: 26466867557F84DD4784845280DA1F27
- SHA-1: EDTFCB9023D63CD9367A3A45SEC9433TBB4R628A
~ b) hs.exe (259 KB (265,216 bytes)) -
- MD5: BDAS2FOD9E2CB 7996 D2EEFDD]E5B41C4
- SHA-1: 9FF7-I}5209D99D2 7T4E64F9DB894C114A8D13229A




N e

. Noi nhgn:
-+« Nh trén;
- ~PCT. Lwong Chi Thanh (¢ biét);
+ «Lww: VT, THDL.

3. Huéng dén kiém tra ma MDS5, SHA-1 cfia tp tin va céch thitc x04 tip

‘tin chita mé ddc trong Phu luc kém theo.

4. Sau khi thyc hién, d& nghj cic don vi béo cdo tinh hinh v& Cuc Céng

| nghé thong tin theo dia chi ema11 hotro@moh.gov.vn truée 10h ngéy 26/7/2018
@& Cyc Cong nghd thong tin téng hop giri Co quan diu phéi sy cb quédc gia theo
- quy dinh.

Moi théng tin chi tiét va de nghi hé trg k¥ thuét vui long lién hé ddu mbi

. ‘etia Trung tdm Tich hop Dir ligu: éng TrAn Hoang Anb — c4n bd k§ thuat Phong
"Ha ting vA An ninh mang; email: anhth.cntt@
| ;?50986415170 '

oh.gov.vn; dién thoai:

Trén trong./.




PHY LYC

Huéng dén kiém tra ma MD3, SHA-1 ciia tip tin va c4ch thitc x04 tap tin

chira ma d6c |
(Keém theo céng véin s6: 40 { CNTT-THDL
Cuc .:téing nghé thon

a) DoWhiéad phin mém ‘tal http://www
(c4c don vj c6 thé sir dyng céc c?ng cu kiém tra
b) Kiém tra: Giai nén tiajﬁ) tin hashmyfi
“HashMyFiles.exe”. Nhin vio |
Hash. M3 MD5 va SHA-1 s& hi

b
.

huéng din go b tép tin.

2. Huéng din g& b tap tin chira ma dde:

a) Xdc dinh ma ddc: Néu ma MD5 va SE
méy tinh 13 phin mém c6 chira ma dge. Néu K
6 thé khong »
n phén tich cl

100% né khong phai 14 ma déc.

A

can trich xudt tép tin va thyc hié
- chira file m# ddc cén ngay lap tire ¢d 14p va béo
gia ( Trung tim VNCERT)

b) Céch xod tip tin chira mi doc: Do tip

trén may nén can dimg hojc tit tién trinh nay tr

phin mém mién phi cé tén “Process Explorer’

ile -> Add Filg
n thi bén khur
chiéu ma MDS va SHA-1 tuong (mg trong Cq

ngay M thing 7 ndm 2018 cua

g tin)

7-nirsoft.net/utils/hashmyfiles.zip
m3 hash tin tuéng khac)

les.zip trén, tién hinh mé file
s; Trd dén file cAn kidm ':tra. mi
g chuong trinh. Thue hién d6i

ong van di kém va lam buéc 2

IA-1 tring nheu thi t3p tin trén
héng tring thi chwa khing dinh
(0a trong trudng hop nay nhung
huyén sau. Déi véi cée mdy cb

cdo. cho Co quan diéu phdi quée

r L4 7 » 4 gy X | [
wdc khi xod. Trudce tién can tai-

* clia Microsoft tai dia chi bén

.exe”,

s n - 4 » * £
 trong Céng vén ¢ trén va nhan

10 Path cda t8p tin, thr myc




* Autostart Location dé hién thi vi trf cdc gid tri Registry ma m& déc d3 tao hoiic
thayddigiawi.
I - . - Trich xuét céc tép tin ngh1 ngd hodic m& ddc nay bﬁng céch nhén vao Create

‘ Dump, copy nén va dat pass khé cho file thyre thi d8 phyc vu céng téc didu tra.
 Tién hanh tim kiém céc tién trinh tong img trong Céng vén & trén va nhén

" chudt phai chon “Suspend” hodc “Kill Process”. Sau khi chon xong, ta vao

- dubng din trong tng dé xod. Kiém tra cdc gi4 trj Registry d durgc tao hosc
- thay d6i va x6a.
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