UBND TINH DONG NAI CONG HOA XA HQI CHU NGHIA VIET NAM

SOY TE Doc 14p - Tw do - Hanh phic
Sé: 5761 /SYT-VP Déng Nai, ngay 2 1thd i
: e ong Nai, ngay . {thdng 12 ndm 2017

V/v trién khai thuc hién Cong vin sb
629/CNTT-CSHT ngay 15/12/2017
ctia Cuc CNTT B Y té.

Kinh gui: Gidm déc, Thu trudng cac don vi truc thudc.

Thyre hién Cong vin sé 629/CNTT-CSHT ngay 15/12/2017 ciia Cuc Cong
nghé thong tin B6 Y té vé viéc phat hién, ngin chiin m& doc “dao” tién 4o bit
hop phép (dinh kém Céng van).

Gidm dbc S& Y té yéu céu Giam dbc, Thi truong cac don vi true thude chi
dao céc t6 chirc, ca nhin clia don vi minh phy (rich vé cbéng nghé thong tin
dugce biét va thyc hién theo dung céc ndi dung chi dao cua cong vin.

Yéu cdu Giam dbc, Tha trudng cic don vi truc thudce trién khai thuc hién
theo su chi dao, trong qué trinh thuc hién c6 kho khén vudng mic lién hé vai
Cuc Cong nghé thong tin - BY Y t€ deé duoc hd tro./. (4

P

Noi nhin:

- Nhr trén;

- Website SYT;
- Luu: VT, VP.

" Huynh Minh Hoan

$6 2 - Phan Dinh Phing, phurdng Quang Vinh, thanh phé Bién Hoa, tinh Ddng Nai
DT:(02513) 942641, Fax: (02513) 847269, Email: syt@dongnai.gov.vn, Website: syt.dongnai.gov.vn




BOY TE CONG HOA XA HOI CHU NGHIA VIET NAM

CUC CONG NGHE THONG TIN Pjc 1ip - Tw do — Hanh phiic
$é: €29 /CNTT-CSHT Ha Noi, ngay J5 thing 1D nam 2017
v phdt hién, ngén chin ma dc “ dao”
tién 4o bit hop phap
Kinh gti:

- Céc Vy, Cue, Téng cuc, Vin phong B¢, Thanh tra By;
- Céc don vi truc thude Bo Y té;
- S& Y té c4c tinh, thanh phd tryc thudc Trung vong.

Ngay 15/11/2017, Trung tdm fmg ctu khin cip méy tinh Viét Nam c6
cbng van s6 383/VNCERT-DPUC giri B Y té vé viéc phét hién, ngiin chin ma
doc dao khai théc tién do bat hop phdp Coinhive 4n minh trén céc website. Khi
ngudi ding truy cip véo trang web, thu vién md Coinhive dugce tr.d4ng chay
trén mdy tinh ngudi ding dudi dang tién ich mé réng holic tryc txép trong trinh
duyét nham muc dich ddo tién 4o Bitcoin, Monero... bing cdch s dung trai
phép tai nguyén ngudi ding (CPU, b cimg, b nhé...) va giri vé vi dién tir cua
tin tac,

Can clr trén ndi dung cOng vin trem, Cuc Cong nghé thong tm dé nghi céc
don vi thuc hién khén cﬁp cdc cong viée sau:

1. D41 véi Quan trj website:

- Kiém tra, ra sodt ma ngudn d& phat hién cic ma duoc chén vao. Déu
hi¢u nhén biét gom céc tir khéa trong md ngudn website "coinhive.com”,
"coinhive", "coin-hive", "coinhive.min.js", "authedmine. com", authedmine.minj
s."coinhive","coin-hive","coinhive. min.js","authedmine. t:om"

“authedmine.min,js.

- Néu phét ﬁ‘*ién Websxte bi chén céc m3 khai théc nhur d4 néu trén, cin ra
so4t va kiém tra lai 18 hdng trén may ch&, 15 héng trén website, kxém tra cdc tai
khoéan bi 16 lot ¢6 _quyén thay d6i mi ngudn, nhim khic phuc lg_hfi_ng bi lgi
dung. ‘

2. B6i v6i quan tri mang: Trién khai cdc bién phap nh3m ngiin chin viée
chay cdc doan mi trdi phép "Coinhive" trén cdc may tinh nhu sau:

~~-Thye hi€n gidm s&t v boc gb xir ly trén cdc -méy tinh trong mang ¢é
xuét hién cdc két ndi dén céc dia chi tén mién sau: afminer.com, coin-have.com,
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coinerra.com, coinhive.com, coinnebula.corn, crypto-loot.com, hashforcash.us,
jescoin.corn, ppoi.org, authedmine.com;

- Sir dung tudng lira dé ngdn chin cic két ndi ra céc dia chi sau:
afminer.com,coin-have.com, coinerra.corn, coinhive.com, coinnebula.com,
crypto-loot.com,hashforcash.us, jescoin.com, ppoi.org, authedmine.com;

- Ra quét, kiém tra hé théng dé tim ra va loai bo cac doan ma c6 trong cée
phéin mém mé rong "Add-on" ciia trinh duyét web;

- Khuyén nghi nguoi ding cai 43t céc tién ich md rong: "No Coin
Chrome" hay "minerBlock" doi véi Chrome; cai dit "NoScripts” cho Firefox.

3. Huéng din ngudi ding kiém tra hiéu suét sir dung CPU cia mdy tinh

,béng cdc g dung nhu Windows Task Manager va Resource Monitor. Néu

~mdy tinh'cé déu hiéu chim chap va kiém tra thily hi¢u sudt s& dung CPU cila cée

trinh duye;t, hoiir: tién ich mér roonngj ¢ao thi ¢4 thé mdy tinh d6 da bi nhidm
Coinhive. Cin théng bio gip cho Quan trj mang & xir ly

-4, Thudng xuyén kiém tra va quét cée 18 héng ton tai trén hé théng dé
phat hién kip thoi sy xuat hién ctia cdc doan ma déc hai. Trong trurong hop phat
hién ra 18 hdng, 14p tirc trién khai bién phap khic phuc, cdp nhét ban v b sung
va loai bo cac chuong trinh ddc hai da bi tin tic chén vao.

5. Sau khi thyc hién, d& nghij cac don vi b4o céo tinh hinh lay nhidm va
két qua xit ly ( néu c6) vé Cuc Céng nghé thong tin dé phdi hep xir Iy.

Xin trén trong cam on!
Noi nhiin: KT. CUC TRUONG A
- Nhur trén; %UC TRUONG
- Thir trudmg Lé Quang Cudmg (dé blc); :f oLs ‘
- Cue truong (dé blc); /2 AL
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